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ABSTRACT 

Research studies repeatedly show that, worldwide, violations of security guidelines and data protection 

regulations often result from unconscious behavior and/or active (flawed) decisions made by individuals. 

The training and education of users to promote awareness of information security (InfoSec) and 

appropriate behavior should be one critical and very important component of an organization’s security 

strategy. How can digital serious games make a lasting contribution to raising awareness of InfoSec? In 

this paper, we present the development and story concept of digital serious games that are guided by 

emotional design principles such as personalization and storytelling and by the immersive learning 

approach. The results of user tests reveal that the developed digital serious games are positively accepted 

by a wide range of employees, moderately support their daily work, and are able to enhance and intensify 

InfoSec-related knowledge. In particular, women and people under the age of 35 perceive the most benefit 

from these digital serious games.  
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1. INTRODUCTION 

Successful digitization relies on a high level of information security (InfoSec) (BMI, 2021). The 

latest Data Breach Investigations Report (DBIR) of Verizon states that 82 percent of the 

breaches were made possible by unconscious behavior and/or active decisions by humans 

involving the theft of credentials, phishing, misuse, or error (Verizon, 2022). Thus, the training 

and education of users to promote awareness of InfoSec and the appropriate behavior required 

to protect the information and data of their organization should be a critical and very important 

component of an organization’s InfoSec strategy, besides technical advances and the designing 
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of security guidelines that do not hinder but rather support the carrying out of daily work 

(Azeroual and Nikiforova, 2022; Sasse et al., 2022; ENISA, 2018).  

Accordingly, the focus of this paper is on measures to raise awareness of InfoSec. InfoSec 

awareness (ISA) in the organizational context is defined as “the extent to which staff understand 

the importance of information security, the level of security required by the organization and 

their individual security responsibilities (ISF, 2011, p. 56). A literature review of ENISA (2018) 

suggests that measures that empower people to respond appropriately to InfoSec threats in the 

belief that their actions will be successful are more effective in provoking security-conscious 

behavior than measures that emphasize threats and trigger a feeling of fear. Thus, it is important 

to arouse positive emotions in employees when raising their awareness. This can be done by 

integrating emotional design into awareness-raising measures. “Emotional design is the concept 

of how to create designs that evoke emotions which result in positive user experiences” 

(Interaction Design Foundation, n.d.). In recent years, serious games have emerged as a new 

educational approach in InfoSec that creates a fun, enjoyable environment in which users can 

experience attacks and practice appropriate behavior to protect information assets (Hart et al., 

2020).  

Against this background, the present paper delineates the development and evaluation of 

digital serious games using the principles of emotional design to raise awareness of InfoSec for 

employees working in small and medium-sized enterprises (SMEs). The digital serious games 

are part of the extensive research project “Awareness Lab SME (ALARM) Information 

Security”, which sets out to innovate a complete scenario that can be used to support SMEs in 

raising their InfoSec level and fostering a sustainable InfoSec culture within their organizations 

(https://alarm.wildau.biz/en). This scenario comprises analog and digital learning scenarios 

(serious games), on-site attacks (such as phishing simulations), and scientific testing, including 

awareness measurements, quizzes, and tests. The idea is to make InfoSec tangible and to forge 

an emotional relationship with it at the experiential level. The focus of the results presented here 

is on the digital serious games. 

The paper continues as follows: in section two we give an overview of the research 

background guiding the development of the digital serious games to raise InfoSec awareness. 

In section three, we introduce the conceptual background and the story concept of the digital 

serious games. In section four, we present the results of the user tests of three digital serious 

games. At the end, in section five we discuss the contribution and limitations of the paper and 

highlight avenues for future research. 

2. RESEARCH BACKGROUND 

2.1 Emotional Design of Learning Materials 

Emotional design is characterized by, amongst other things, the personalization of the user 

experience, the possibility of identification, appealing multimedia elements (e.g., visual design, 

layout, color, sound), and storytelling (Interaction Design Foundation, n.d.; Um et al., 2011). 

Um et al. (2011) demonstrate that the positive emotional design of multimedia learning 

materials, comprising saturated, bright warm color combinations and illustrations and characters 

with round shapes, increases comprehension and transfer and reduces the perceived difficulty 
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of the learning task. In turn, the positive emotions that are elicited increase motivation and 

satisfaction and enhance perceptions of the learning materials.  

These findings are confirmed in different ways by further studies (e.g., Mayer and Estrella, 

2014; Heidig et al., 2015; Li et al., 2020). Using emotional design principles in the design of a 

PowerPoint lesson—such as designing key learning elements with humanoid features and 

appealing colors—improves learning outcomes in terms of retention, as compared with standard 

black-and-white graphics, whereby marginally lower levels of perceived difficulty and 

marginally higher levels of learning effort are observed (Mayer and Estrella, 2014). In their 

attempt to identify relevant emotional design features, Heidig et al. (2015) find that learners’ 

emotional states are influenced not so much by the objective but rather by the perceived 

aesthetics and usability of the material. While a person’s emotional state has only a minor effect 

on learning outcomes, it impacts their intrinsic motivation to learn and to continue working with 

the learning material (Heidig et al., 2015). By contrast, in a comparison of the test and control 

groups, Li et al. (2020) do not find there to be any differences in students’ emotions when 

confronted with learning materials with either a positive or neutral design. However, the 

learning performance differs in that students in the test group performed better in the retention 

and transfer tests (Li et al., 2020).  

When emotional design principles are applied in learning contexts, it is important to make 

the essential learning content more appealing rather than just adding pretty graphical elements 

that are irrelevant to the learning content. This practice can impede learning instead of 

supporting it (Mayer and Estrella, 2014). In general, four conditions should be met for a good 

learning process (Gabler Wirtschaftslexikon, n.d.): information must appear meaningful, 

relevant, helpful in people’s own work situations, and linked to their existing knowledge. For 

participants to become actively involved, it is crucial that the topic and the problems of the game 

are interesting for them (Schell, 2019). Such an interest should be encouraged by an emotional 

design. 

2.2 Game-Based Learning 

Emotional design can also be integrated into the learning materials through the use of games 

and game elements. “The ability to play is critical not only to being happy, but also to sustaining 

social relationships and being a creative, innovative person” (Brown and Vaughan, 2009, p. 6). 

Playing is described as being ostensibly purposeless and voluntary, having an inherent 

attraction, a sense of freedom from time, a diminished consciousness of self, and 

improvisational potential, and prompting the desire to continue (Brown and Vaughan, 2009).  

It is suggested that playing affects brain development—for example, by creating new neural 

connections and benefiting learning (Brown and Vaughan, 2009). “While playing, the brain is 

able to experience situations without threatening its physical or emotional integrity” (Pavlidis 

and Markantonatou, 2018, p. 322).  

Given the positive effects of play, games and game elements are increasingly being 

introduced into learning and working environments. Game-based learning (GBL) is described 

as an enjoyable and motivating form of learning (Linek and Albert, 2009). Serious games are 

(computer) games used to raise awareness of a topic and to develop knowledge and skills by 

allowing learners to delve into situations that are seldom or hardly ever experienced (Ypsilanti 

et al., 2014). In contrast to entertaining games, serious games aim to convey educational content 

in addition to providing entertainment (Mildner and Mueller, 2016). 
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Games that are supposed to support learning are characterized by clear objectives and direct 

feedback (Fang et al., 2013). The participants work toward a specific goal, choose and perform 

actions, and experience the immediate consequences. GBL and serious games provide learners 

with an environment in which they can make mistakes and experiment in a protected space 

(Trybus, 2014).  

Studies reveal the positive effects of using games in learning: GBL environments are highly 

involving and therefore effectively support the learning process (Buffum et al., 2015). Games 

as a learning method improve short- and long-term learning results (Wouters et al., 2013). 

Game-based learning scenarios increase motivation and stimulate behavioral change (Bösche 

and Kattner, 2011; Hsu et al., 2008). It is important to align the games to the everyday reality 

of the target group, as the connection to real situations and challenges enhances learning success 

(Lombardi, 2007). Serious games promote learning success through the active involvement of 

the learners who are able, as a result, to refer to real situations (Ypsilanti et al., 2014). 

Meaningful narratives support the immersion in serious games, which is crucial for learning 

success (Naul and Liu, 2020). Stories support teaching as they a) are more suited to raising 

interest in a topic compared to, for example, PowerPoint slides conveying information and hard 

facts, b) give the learning material a context so that the individual learning elements are easier 

to recall—for example, by creating vivid images—and c) help motivate learners to engage with 

abstract, possibly challenging learning content, inasmuch as they provide a non-threatening way 

into a topic (Green, 2004). Thus, stories make the learning content personally relevant and 

thereby support the learning process (Landrum et al., 2019). Because of these benefits, research 

documents the effectiveness of storytelling for teaching and learning. The main benefit of 

storytelling is that its narrative structure and the emotional involvement of learners promote 

retention of the learning content (Landrum et al., 2019). Thus, good narratives of serious games 

invite the player to participate in the story and decide on the development of the story, thus 

encouraging the intrinsic motivation to learn. It is recommended that the narratives stimulate 

the imagination and include characters with whom learners can empathize (Naul and Liu, 2020).  

2.3 Raising InfoSec Awareness  

A literature review revealed that self-efficacy is a moderately strong predictor of  

security-conscious behavior (ENISA, 2018). The concept of self-efficacy describes a person’s 

subjective perception of their own ability to complete a task or achieve a goal. If a person is 

confident of their own skills, it is more likely that they will successfully complete tasks and 

achieve goals (Bandura, 1995). Self-efficacy is enhanced by positive personal experiences, a 

positive perception of other people’s experience, and positive feedback and encouragement 

(Bandura, 1995). Hence, awareness-raising measures should strengthen the perception of  

self-efficacy in relation to security-conscious behavior. However, ISA often only involves the 

transfer of knowledge—e.g., via a web-based training or a lecture (Hart et al., 2020; ACS, 2016; 

Beyer et al., 2015). Yet the complexity of an issue like InfoSec and the relevance of self-efficacy 

underline the importance of actively involving users in awareness-raising measures so that they 

are able to protect sensitive information in case of an InfoSec threat or attack. Thus, employees 

should be given the possibility of experiencing InfoSec threats in a protected space, where they 

can try out and practice security-conscious behavior. Game-based learning in the form of serious 

games is a didactic method that enables exactly that (Ghazvini and Shukur, 2018).  
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Thus, in recent years an increasing number of both research projects and commercial 
providers have been developing serious games to complement knowledge-based security 
trainings. Hart et al. (2020) provide an overview of the most established security-related serious 
games, majoritarian analog (card and board) games. They identify the limitations of the security 
games they review, stating that the games often focus on a particular category of threats, are 
developed for a specific context, and do not offer the possibility of considering the security 
threats from the perspective both of the attacker and of the defender. By contrast, a previous 
overview and evaluation of serious games in cybersecurity training only focused on digital 
games in academic and commercial settings (Hendrix et al., 2016). From the perspective of 
Hendrix et al. (2016), the digital games under review seldom target IT professionals and 
managers, and the evaluations of them are not sufficiently rigorous.  

Research projects report the positive effects of both analog and digital serious security games 
on participants’ engagement and participation in the learning scenarios as well as on learning 
outcomes (for example, Hart et al, 2020; Yasin et al., 2019; Ghazvini and Shukur, 2018). 
Moreover, commercial providers of security serious games highlight the positive effects of these 
awareness-raising and training measures for InfoSec but, as Hendrix et al. (2016) point out, 
provide no evidence proving these positive outcomes (for example, Kaspersky, 2022; Fabula 
Games, 2022). 

3. DEVELOPMENT OF THE PRESENT DIGITAL SERIOUS 

GAMES  

3.1 Conceptual Background 

The development of the digital serious games is guided by the emotional design principles 
(personalization, identification, appealing multimedia elements, and storytelling (see 2.1)), the 
research findings—especially relating to the existing limitations of security games—and the 
intention to enable immersive learning. Immersive learning is a learner-centered approach that 
should encompass the elements immersion, engagement, risk/creativity, and agency (Blashki et 
al., 2007). According to Blashki et al. (2007, p. 411) immersion means “the active involvement 
of physical, emotional and cognitive processes and concentration.” Engagement refers to “the 
user’s prolonged interest.” Risk/creativity, in turn, is understood as the possibility of taking risks 
and leaving one’s comfort zone, albeit in a protected learning environment, to overcome habits. 
Agency means that the user has control over her/his learning and playing process (Blashki  
et al., 2007). 

Even if the developer of a serious game cannot accommodate all the qualities of play (Brown 
and Vaughan, 2009)—e.g., apparent purposelessness—we hope to benefit from these  
characteristic features in raising awareness of InfoSec and in transferring the relevant 
knowledge. Thus, we expect that the inherent attraction of play will motivate participants to 
engage with the serious games. The temporal freedom experienced while playing—which we 
interpret as forgetting time—may encourage users to immerse themselves deeper in the topic 
and learning content than they would with more classical learning materials such as 
presentations or web-based trainings. The diminished consciousness of self may support 
identification with the game characters, allowing learners to slip into these roles in the serious 
games and thus experience problems and situations from their perspectives. We also hope to 
benefit from participants’ desire to continue, whereby people who have tried one digital serious 
game will want to play further serious games dealing with InfoSec issues. 
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3.2 Story Concept 

The digital serious games we are developing consist of stories that represent daily work 

situations in SMEs. The participants experience the stories from a first-person perspective. This 

supports immersion—i.e., the intensive involvement of the users—and enables their 

identification with the learning content. It is expected that it will make the development of 

knowledge and skills particularly effective and long-lasting. It also enables positive personal 

experiences and positive feedback as a means to enhance self-efficacy.  

As a format, we have chosen the visual novel—a kind of interactive book, in which the 

players make decisions and thus determine the further course of the story (Choi, 2019). Hence, 

the digital serious games are characterized by the following appealing multimedia elements: 

pictures in the form of colorful drawings, written dialogues in boxes with rounded corners, and 

descriptions of the situation. Three-dimensionality is created with the help of ambient music 

and sound effects (e.g., a person clearing their throat, the phone ringing, a door slamming). 

Together with the first-person perspective the visual novel format provides agency to the users 

as they make their own decisions, take the consequences, and experience their impact.  

The story concept of the seven digital serious games is characterized by diversity, 

individuality, and continuity. Each game focuses on a different InfoSec issue, such as 

passwords, CEO Fraud, cloud applications, and data protection. In this way, we intend to address 

a plurality of possible InfoSec threats. To actively engage participants, it is critical that the topics 

and problems addressed by the games are relevant and interesting for them (Schell, 2019). Thus, 

the topics covered in the seven digital games emerged from a qualitative study, one of whose 

aims was to reveal relevant InfoSec issues in SMEs (Pokoyski et al., 2021). Within these games, 

the players take on a variety of roles—they may switch from being a security expert to being a 

hacker, while at another time they may be a detective or even slip inside an artificial intelligence 

(AI) entity. This not only ensures variety but also enables learners to gain insight into the topics 

from different perspectives, thus overcoming the limitations of existing security games, as 

ascertained by Hart et al. (2020). All these measures should elicit engagement on the part of the 

users. Furthermore, the different topics the users experience within the games and the diverse 

roles they slip into allow them to also experience, in a protected space, risky situations that may 

be unusual for them. 

The seven digital games can be played independently of one another and in any order. The 

individual stories and learning content are self-contained. The specific topics can thus be 

explored in greater depth and breadth than is possible in a more comprehensive game that 

includes all the different aspects. Nevertheless, the stories are interconnected by an overall 

storyline that plays out in a fictional organization. As a result, the participants meet the same 

people (boss, departmental manager, trainee, production manager) in each serious game and get 

to know them better.  

Each digital serious game offers a personalized learning experience. At the beginning, the 

participants choose a character and a name. With every decision that has an impact on the course 

of the game, the players embark on their very own learning journey based on their knowledge 

and preferences. Each game includes two to three learning paths that the users follow based on 

their decisions. The paths that are chosen determine the learning content that the participants 

are confronted with and the challenges they have to meet. In each game the users can enhance 

different skills (e.g., social competence) and areas of knowledge (e.g., security understanding) 

that are important for InfoSec.  
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One character in the overall story welcomes the participants at the beginning of a digital 

game and alerts them to the topic of the game, to the skills and knowledge that are evaluated 

within the game, and to aspects the users should concentrate on. At the end of the game, the 

same character gives feedback on what has been achieved. This feedback includes an 

explanation of how the score was calculated and recommendations and suggestions for the user. 

Other feedback messages are shown during the game and indicate positive and negative 

decisions and behavior. In addition, a glossary module allows learners to read important InfoSec 

terms before and after the digital game. Hence, the users are not left to their own devices but are 

supported while learning. Figure 1 shows screenshots of a decision option within the digital 

game and of feedback at the end of it. 

 

Figure 1. Sample screenshots of alternative decisions and feedback at the end of a game 

4. USER TEST OF THREE DIGITAL SERIOUS GAMES  

4.1 Test Users 

The digital serious games developed in the present project are particularly tailored to the 

employees and management of SMEs who work in different departments—performing different 

sets of tasks—and are not experts in information technology. Employees from the pilot 

companies and other partner organizations test and evaluate the digital serious games from a 

practical perspective. The contact persons at these organizations receive the information about 

the user test and forward it to employees. Staff participation is voluntary so that the most 

important aspect of rules agency, “to decide to play, or not to play” (Duarte and Holanda, 2022), 

is met. Thus, we have no influence over which employees ultimately take part. The responses 

by the test users form the basis for the final development of these serious games.  

The user test includes short, standardized, written pre- and post-surveys that are analyzed 

descriptively. The participants are asked about the extent to which they agree with given 

statements on a five-point Likert scale—focusing, for example, on content, the realism of the 

presentations, the playing time, and the level of difficulty. Learning success is measured by  

self-assessments reflecting on the acquisition and deepening of knowledge.  
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In the following, we present the results of the user tests of three digital serious games. In the 

first, called Hacker Attack, the users slip into the role of a hacker who tries to log in to the server 

of the fictional company. The scores in this game relate to efficacy (Do the users succeed in the 

hack?) and variability (How many different approaches have the users tried in attempting to 

achieve their goal?). In the second, Search for Clues, the users take on the role of a detective 

who is trying to solve a case of CEO Fraud in the fictional company. Here, the users are assessed 

in terms of their efficacy (Do they manage to solve the case?), social competence (Do they treat 

the employees of the company in an empathic and friendly manner?), and discovered learning 

content (How much learning content do they encounter on their way through the game?). In the 

third game, AI in the Home Office, the users—in the role of an AI entity—search for the most 

common weaknesses while working in the home office. In this game, the focus of the assessment 

is on a sound security awareness and the success of the users in predicting human behavior. 

Table 1. Sample composition1 

Sample 

characteristic 

Hacker Attack 

(n=26) 

Search for Clues 

(n=23) 

AI in the Home Office 

(n=15) 

Sex 31% female  

65% male 

4% unspecified 

 

57% female 

35% male 

4% diverse 

4% unspecified 

44% female 

33% male 

19% unspecified 

Age  15% 14–24 

35% 25–34 

35% 35–50 

15% 50+ 

 

9% 14–24 

22% 25–34 

43% 35–50 

26% 50+ 

31% 25–34 

31% 35–50 

27% 50+  

6% unspecified 

Department 23% sales 

19% human resources 

15% IT 

12% customer service 

8% (each) procurement, 

research and development  

4% (each) production, 

public relations, 

administration office, 

management  

30% human resources 

17% customer service 

17% sales  

9% (each) research and 

development, IT, public 

relations  

4% (each) legal 

department, management 

 

25% research and 

development  

19% human resources 

13% IT 

6% (each) customer 

service, marketing, public 

relations, administrative 

office, sales, 

management, unspecified 

 

Table 1 provides information about the sample composition of the three user tests. The 

participants of the first user test of the game Hacker Attack were mostly male (65%, n=262) with 

two predominant age ranges: 25–34 (35%) and 35–50 (35%). They mostly worked in the fields 

of sales (23%), human resources (19%), and information technology (IT) (15%). By contrast, 

the participants in the second user test of the digital game Search for Clues were predominantly 

female (57%, n=23) and most of them were between 35 and 50 years old (43%). They were 

primarily employees in the human resources (30%), customer service (17%), and sales (17%) 

departments. The test users of AI in the Home Office are more evenly distributed in regard to 

 
1 Values of 99% or 101% are due to rounding. 
2 The differing sample size (n) is determined by the fact that not all participants took part in both the pre- and  
post-questionnaire or answered all the questions. 
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sex (44% female, 33% male, n=15) and age (31% 25–34, 35–50, respectively, and 27% 50+). 

The participants of this third user test predominantly work in the fields of research and 

development (25%), human resources (19%), and IT (13%). 

4.2 Overall Evaluation 

The participants needed an average of ten to twelve minutes to complete the games (Hacker 

Attack: 10 minutes, n=42; Search for Clues: 10 minutes, n=31; AI in the Home Office: 12 

minutes n=19). The users evaluated the playing time on average as “exactly right” on a  

five-point Likert scale (1=too short, 3=exactly right, 5=too long) (Hacker Attack: mean=3, 

n=31; Search for Clues: mean=3.44, n=25; AI in the Home Office: mean: 3.47, n=15). The 

perceived level of difficulty is between “easy” and “exactly right” with a mean of 2.81 for 

Hacker Attack (n=31), 2.52 for Search for Clues (n=25), and 2.80 for AI in the Home Office 

(n=15) (scale: 1=too easy, 3=exactly right, 5=too difficult).  

Figure 2 (below) shows the overall assessment of the three digital serious games from the 

perspective of the test users. We interpret the midpoint of the scale (=3) to mean “good” in the 

user evaluation, expressing satisfaction on the part of respondents. We do so because of the 

different demographics of the test users (see Table 1) and the assumption of different 

preferences for playing in general and for video games in particular. In addition, studies indicate 

that the left end of a response scale is selected more often than the right (Menold and Bogner, 

2015). Thus, in our opinion the three serious games receive a relatively positive evaluation, as 

almost all the aspects score an average value of over 3. 

We were interested to know if the developed digital serious games appeal to different people 

depending on their sex and age. We therefore analyzed the responses separately by sex  

(i.e., female, male) and age group (i.e., 14–24, 25–34, 35–50, 50+). Women evaluated all three 

digital serious games better than men. Whereas the difference between female and male users 

across all statements of the overall evaluation is about 0.43 for Hacker Attack and 0.33 for 

Search for Clues, the difference found between the two sexes in the overall evaluation of AI in 

the Home Office comprises 0.98.  

We also discovered differences between the age groups. Figures 3–5 illustrate that younger 

test users (aged 14–34) tend to evaluate the digital serious games more positively than older age 

groups (aged 35+), with the exception of test users over the age of 50 in the case of AI in the 

Home Office. 

The overall positive evaluation of the digital serious games and the relatively high level of 

agreement with the statement that users would like to play further serious games of this kind 

(see Figure 2) show that, bearing in mind the different demographics of those taking part in the 

user tests (see Table 1), a wide range of users enjoy these kinds of games as awareness-raising 

measures. However, as users are less motivated to play the same digital serious game again 

(mean value between 2.20 and 2.48 for the three games, see Figure 2), it is important to integrate 

the digital serious games in a broader awareness-raising measure that includes other materials 

to reinforce the process.  
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Figure 2. Overall assessment of the digital serious games Hacker Attack, Search for Clues, and AI in the 

Home Office 

 

Figure 3. Overall evaluation, assessment of support of daily work and learning success of the digital 

serious game Hacker Attack by different age groups  
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Figure 4. Overall evaluation, assessment of support of daily work and learning success of the digital 

serious game Search for Clues by different age groups  

 

Figure 5. Overall evaluation, assessment of support of daily work and learning success of the digital 

serious game AI in the Home Office by different age groups3 

4.3 Support of Daily Work 

Figure 6 shows that the narratives of the digital serious games moderately reflect the working 

lives of users and that they—and therefore the learning content provided—moderately support 

them in their daily working life. It is striking that the game AI in the Home Office performs best 

on these questions. In our opinion, this reflects the fact that probably all test users have 

experience of working at home. Conversely, they may not have any experience relating to the 

other two digital serious games—hacker attack and CEO fraud. Thus, the test users perceive the 

third digital serious game as being most beneficial for their daily work. This finding and the fact 

that the third digital serious game also ranks highest for the statement “The serious game makes 

me want to play further games of this kind” (see Figure 2) underline that engagement in learning 

is best achieved if the topics of the games are relevant to users.  

 
3 In the case of AI in the Home Office, no test user was part of the group aged 14–24.  
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To raise awareness of the relevance of all the topics dealt with in the individual digital 

serious games, and in response to comments from the post-survey, we will integrate the lessons 

learned in each digital serious game at the end of the feedback process. This is in line with the 

findings of Lacruz and Américo (2018) that the quantum of learning is on average 18 percent 

higher if participants are involved in a debriefing after a business game.  

 

Figure 6. Assessment of the degree to which daily work is supported by the digital serious games Hacker 

Attack, Search for Clues, and AI in the Home Office 

In analyzing the four questions about the effect of the games on the daily work of the three 

departments most represented in the user tests, it is striking that human resources agreed most 

strongly with the given statements. For the digital serious games Hacker Attack and Search for 

Clues, sales agreed least strongly and for the digital serious game AI in the Home Office, IT 

agreed least strongly with the given statements. These analyses help us to formulate 

recommendations about which digital serious game is best suited to raising the InfoSec 

awareness of which employees. 

Analogous to the overall evaluation, the female users assessed the relevance and the support 

of the digital serious games for their daily work higher than the male test users. In the case of 

Hacker Attack and Search for Clues, the difference between women and men over these four 

statements is rather small and comprises 0.24 and 0.32 respectively. Again, the discrepancy in 

the case of AI in the Home Office between female and male test users is relatively high with a 

value of 1.31. 

In line with the overall evaluation, the question relating to the support provided by the digital 

serious games in people’s daily work is given a higher rating by younger than by older test users. 

The 35–50 age group agreed least strongly, on average, with the four statements (see Figures  

3–5). 
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4.4 Learning Success 

The participants have a sense of learning success when playing the digital serious games. They 

acquired new knowledge or reinforced what they already knew. In Figure 7, the mean values of 

the agreement with these two statements are illustrated. 

Again, we found differences between the sexes and the age groups in answering these 

questions. Female test users perceived on average a higher learning success compared to men 

(Hacker Attack (n=25): Δwomen-men=0.46; Search for Clues (n=21): Δwomen-men=0.42; AI in the 

Home Office (n=12): Δwomen-men=1.37). Test users under the age of 35 perceived a higher degree 

of learning success as compared with older participants. The 35–50 age group agreed least that 

they acquired new knowledge and deepened their existing competence (see Figures 3–5). 

 

Figure 7. Perceived learning success as a result of playing the digital serious games Hacker Attack, 

Search for Clues, and AI in the Home Office 

5. DISCUSSION 

5.1 Research and Practical Contribution 

The results of the user tests indicate that digital serious games that use emotional design 

principles, such as personalization, the possibility for identification, appealing multimedia 

elements, and storytelling, are positively accepted by employees and moderately help to enhance 

and intensify knowledge in the area of InfoSec. The digital serious games also support users to 

some degree in their daily work. These games are thus a promising measure for raising 

awareness of InfoSec.  



RAISING INFORMATION SECURITY AWARENESS USING DIGITAL SERIOUS GAMES WITH 

EMOTIONAL DESIGN 

31 

The three digital serious games that are presented here have been developed as part of a 

research project designed for employees in SMEs—raising awareness of InfoSec topics is 

relevant for their professional life in general and, to a certain extent, for their private life 

(passwords, phone fraud, etc.). The serious games and the underlying research project have 

added social value, as the games and other materials developed in the project are available on 

the dedicated website free of charge for anyone interested.  

Thus, for example, organizations can raise employee awareness of InfoSec while expending 

fewer resources. The digital serious games can also become part of the education of young 

adults, enabling apprentices and students to start their professional life with an awareness of 

InfoSec.  

5.2 Limitations and Further Research 

InfoSec is an issue that is constantly evolving. Thus, it is important that the serious games cover 

different topics—as is the case here—and are, if possible, updated from time to time. In addition, 

the digital games should be part of a wider awareness-raising measure, as in the present research 

project. We intend to include further recommendations for users at the end of a digital serious 

game. Based on their results in the specific digital game, the users should be referred to other 

digital serious games, which they can use to practice the same or other InfoSec skills and 

knowledge. They will also be invited to participate in a test where they can broaden their 

knowledge of the subject that the digital game focuses on. 

It is not possible to reliably conclude, on the basis of the self-assessments of the test users, 

that the digital serious games enhance and intensify knowledge while also raising awareness 

and ultimately encouraging safe behavior. A more elaborated scientific methodological 

approach to measuring InfoSec awareness and behavior (intention) is warranted to validate the 

first preliminary findings of these user tests. We are therefore using the current research project 

to develop and test an instrument for measuring InfoSec awareness including security-conscious 

behavior. 

An important component of social constructivist principles, which immersive learning builds 

on (Blashki et al., 2007), is that knowledge is constructed, acquired, and enhanced in the 

exchange with other learners (Reich, 2006). In line with this, we observed that the discursive 

exchange of experience and knowledge during and after a session playing analog serious games, 

which are also being developed in the project, is critical to raising awareness of InfoSec. Even 

though the users of the digital serious games are supported during the learning process by the 

feedback and the glossary, further research is needed into ways of stimulating an exchange of 

ideas between the participants of the digital learning scenarios.  
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