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ABSTRACT

The aggregation and visualization of data are part of one of the most important fields of Data Science’s
application today. This class of tools evidences its importance in the area of public health, especially in
the context of epidemics and pandemics. However, there are several issues in accessing reliable data, such
as diverse sources, economic interests, and technical difficulties. This work proposes and explores the
technological choices for the implementation of a system in which, collaboratively, users provide health
information, which are made available through panels with scalability in access and flexibility in the
analysis, allowing a macro view of the situation. Also, with the use of these visualizations and mobile
application technologies, users can take advantage of services such as monitoring health status and sending
alerts of emergency situations.
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1. INTRODUCTION

One of the biggest problems in urban centers is to understand any phenomenon that spreads
among the population in a short period of time and has the potential to reach all citizens. Among
the several possible scenarios, one requires monitoring and quick adjustment of decisions: the
context of an epidemic. In Lai, Yeung & Celi (2020) and lenca & Vayena (2020), this issue is
explored, conveying the role of technology in these scenarios.
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This situation was verified dramatically during the COVID-19 disease pandemic. The world
is in the midst of a highly contagious disease without a scientifically proven medicine at the
time of this study and with only a few people that received vaccines worldwide until late
December 2020 (WHO, 2020). In this scenario, WHO (2020) states that contagion prevention
is the best way to avoid exposure to the virus.

Therefore, analysis of data on the location of the verified cases, notification date, and onset
of symptoms, age, even the physical characteristics of those infected have proved to be
extremely important for understanding the speed of spread and the risk profile for the disease.
In addition, over time, certain regions began to show an infection pattern different from those
around them, requiring additional measures of social distance being guaranteed by the
government itself (an example can be seen in Consultor Juridico [2020]). None of these measures
and decisions would make sense if there were no ways to measure impacts and make
comparisons with the past. Data science visualization, aggregation and analysis systems are the
most suitable tools for these studies.

However, even though the importance of technology and analysis in epidemic situations is
widely known, there are still global difficulties in integrating databases, such as patient records,
monitoring infected people, medical prescriptions delivered in public and private health, among
others, all related to the technical difficulty in inserting structured collection methods and data
cleaning in the workflow of health professionals for further analysis (in Santos et al. [2017] it is
possible to see a study on the topic). Faced with this problem, the option arises to allow the end
user (as opposed to health units) the power to provide data, which, when widely accepted by the
community, results in a highly valuable and important database in the generation of metrics that
expose the general health situation of the population. Yet, while the user willingly provides his
own data, he can also easily take advantage of services that help him maintain and even improve
health, such as individual protection guidelines in relation to the social distance indicated during
the epidemic, contagious diseases, health monitoring services (for sick / infected people), and
even generation of personal historic.

In addition, an information system of this nature also brings a great concern with the security
of the data that is manipulated and made available to its users. This concern stands out in two
aspects that need to be addressed: the confidence that the system has in data provided by each
user and the proper presentation of data for each type of user.

In this work, a system divided into modules will be presented, which, in summary, allows
users to collaboratively provide their own health data and access basic services such as
emergency button and verification of individual protection guidelines. This work is an extended
version the work de Almeida et al. (2020) in which the system is briefly described. The resulting
database is then consumed by an application that makes it possible to analyze these data both in
georeferenced visualization and in numbers and historical series. This system, made up of a
programming interface, mobile application, and database management system, was put into
production in a university environment and allowed the fast concept implementation of a
collective health monitoring room. The objective is to show how much technology can
contribute, in a simple and efficient way (as long as it is well directed), to problems as current
and relevant as the population's health. Also, it is intended that the project logics used in this
work are referenced and serve as a support for the elaboration of other projects with similar
objectives.
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This document consists of five sections, including this introduction. The next section,
number 2, deals with related works. Section 3 specifies the proposed system combining
technologies that are widely used in industry and that integrate seamlessly into the context of
users. Section 4 serves to discuss and demonstrate the results obtained in implementing the
project with real data. The conclusions and future work can be found in Section 5.

2. RELATED WORKS

Important advances have been made over the years to improve the capture and analysis of data
in real time via mobile applications and other techniques in the field of data mining. These
advances have been reflected in consistent studies that allow us to see the practical benefits of
using such technologies and methods in combating the proliferation of contagious diseases, both
for diagnostic purposes and for their treatment and monitoring. Among the possible
visualizations, the georeferenced representations stand out, being the main benefit of the project
described in this article.

Geographic information solutions such as real-time (or almost real) online mapping of
disease cases and social media reactions to the spread of information, along with predictive risk
mapping, using mobile data from space and time in locomotion of individuals, are proving to
be indispensable for the monitoring and timely and effective response to epidemics, as seen in
the work developed by Boulos & Geraghty (2020). The applications suggested in the referenced
work aim to capture user displacement data to establish measurements and assessments of the
geographical spread of contagious diseases. Comparatively, the system implemented in this
project has a broader contribution potential, since it expands the aid in mapping the geographical
spread of diseases to also cover individual monitoring and the detection and collection of other
valuable parameters such as the health profile of users.

In the work developed by Arias-Carrasco et al. (2020), the problem of the lack of free and
open tools to allow the general public to view relevant geographic data on a currently
highlighted epidemic on a dashboard, or friendly panel for ordinary users, was addressed. Being
used for studies or transparency before the population, this tool can be of great help in studying
and fighting diseases and infections. In the referenced work, a specific panel was developed for
this purpose, that is the providing simplified, intuitive, and friendly views with graphics on
specific epidemics. The data that feeds the panel proposed in the aforementioned work comes
from the public that will access the panel, which can impact the representativeness of the
information. In a different way, in this project, in addition to a friendly dashboard, data is
captured directly from users through an application with standardized notification format.
Therefore, the source of data collection is the set formed by the affected individuals themselves
during the epidemiological outbreak of interest, which provides, for scientific research and
discussions on combat policies, an important technical bias of the scenario and the engagement
of people.

Although they consider that traditional surveillance cannot be substituted, the work
presented by Mohanty, Chughtai & Rabhi (2019) postulates that the use of mobile applications
can be a useful complement for the early identification of epidemiological outbreaks. At work,
a survey of mobile applications available at online stores and aimed at monitoring and
controlling the impacts of diseases was carried out, in addition to providing data for specialists
to carry out studies and establish strategies for action to combat diseases. The paper mentions
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the lack of alternative applications aimed at the general public and available for free. Finally, it
was concluded that there is enormous potential for new applications for the health sector,
especially in the fight against diseases. The platform developed in the present project, in a
complementary way, tries to stimulate the line of research related to collaborative collective
health surveillance solutions, providing functionalities that allow the user to inform about their
health and obtain assistance when necessary.

Data obtained through applications or other technological devices can also be used to feed a
rich panel of information related not only to statistical information, but also to the feeding of
geographic information subsystems (or Geographic Information System - GIS). Chiluba & Dube
(2020) focused their studies on reviewing and analyzing the geographical panels available
online for mapping the outbreak of COVID-19, experienced in the year 2020. The panels
analyzed used different strategies for geospatial representation of the impact of the disease.
Among these strategies used by the analyzed tools, the following stand out: choroplethic,
circular concentric maps; pie charts, buffer, overlay and those with animations. Unlike the work
mentioned in the previous paragraph, it is dedicated to surveying analytical tools with a
geospatial focus. By surveying existing tools, it establishes a qualitative comparison between
them. This project differs in that, in addition to also having graphics from a GIS, the data source
and collection methodology are well known and are available for access and plotting other
graphics through a programmatic interface.

To broaden the context of the related works, this project aims to unite and explore the
possibilities of each type of solution addressed in the works cited and referring to each stage of
the surveillance process. Therefore, in the following section, the project and implementation of
an alternative solution that integrates the stages of acquisition, storage, and analysis of health
data in a single platform will be presented, assisting the teams that develop combat policies and
those of research and development that act in the search for treatments and elaboration of
forecasts and recommendations.

3. PROPOSED ARCHITECTURE

This work proposes the implementation of a platform capable of facilitating the visualization
and decision making based on data on health outbreaks through information provided
voluntarily by users. For this purpose, a set of software was developed, prepared to collect,
process and display records in an easy way for the operators responsible for the solution.

This system consists of three different services: Mobile application, APl (Application
Programming Interface) and Control Panel, which provides and automates the analysis and
aggregation of data. Each one, together with the strategies behind the choices, will be explained
below, with the focus of this article concentrated on the added value to the work of health
surveillance professionals through the third part of the platform described in Figure 1, the
analysis and aggregation of data. It is also expected that the motivations and technical concepts
to be addressed will serve as a guide, support, and inspiration for initiatives with a similar theme.
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Figure 1. Platform structure separated into modules. Each module is responsible for a service

3.1 Mobile Application

The first concern of the project was related to the way of acquiring data and making it possible
to receive alerts. This functionality will be explained later. Before any analysis, considering that
it is a project that depends on data collected voluntarily, it is necessary to understand the strategy
adopted for the interaction with users. In this case, it was necessary to choose a technology that
was popular enough to reach any interested potential user, but that did not become so restrictive
as to limit any benefits that could be reverted to the engaged community. Furthermore, it was
necessary for this technology to be highly scalable and to allow access to information that does
not have a trivial distribution, that is, that cannot be provided in a manual, simple and
uncomplicated way by people, such as geographic location. In addition, it is also important to
highlight that the choice of technology should favor the privacy of users, so that data such as
location were collected only with explicit authorization from the user at the time of registration.
The work of Caldas Filho et al. (2020) developed a platform with that addresses these issues.
This set of requirements led to the choice of mobile applications as a data collection point.
Today's cell phones predominantly have Internet access and the possibility of fast and free
installation of programs with a visual and interaction oriented to end users, in addition to being
able to be installed without quantity restrictions, according to the native application paradigm
(Huy & vanThanh, 2012). In summary, the fact that each mobile device runs a program locally
and consumes the services of a cloud application makes the user experience intuitive,
independent, and highly scalable., These concepts are aligned with the type of architecture
proposed for this work: the orientation services. Also, smartphones are part of the top of the list
of most popular equipment in the world, according to forecasts and trends in Cisco (2020). Thus,
the mobile module becomes a fundamental part of a project with ambitions for voluntary
collaboration. In it, users should be able to register on the proposed platform and provide data
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on their health status and profile (essential actions for the operation of data analysis). Also, the
application will periodically and autonomously send the user's location, facilitating the entire
surveillance process. This latter functionality also benefits greatly from the choice of mobile
applications, because although it is not common for people to move around with geographic
location trackers, smartphone devices provide not only this functionality, but also relevant
processing power, the possibility of various automations, tasks in the background and very
user-friendly interface.

It is important to highlight, regarding the location, that it is not featured on the panels.
In order to maintain users' privacy, the visualization does not allow to know the identity of each
person on the map, unless it is an operator with authorization (access level) for such purpose,
which is intended, in an initial moment, to be quite restricted. The idea is that this possibility
exists only for professionals who will handle alerts and monitor cases of infections. Access with
less privileges, that is, that does not allow verification of personal data, would be used, for
example, by researchers and administrators, who will not interact with the volunteers, but will
use the global data for decision making and study.

3.2 API

As previously mentioned, the choice of a mobile application has the advantage of being highly
scalable when the platform design is made based on the services division. However, it is
important not only that mobile applications have this scalability, but that the programs that will
request data and perform analyzes are also independent and have freedom of work. These
concepts drive a project to differentiate between who provides and manages data and who enters
and / or manipulates information. However, in applications available through the Internet, there
are still considerations related to security, form and also the extent of each module's access to
data. Also, the way in which these data are delivered can significantly burden software
development precisely due to the fact that several operating systems from different platforms,
with different representations of data (concept called “endianness”, explained in Google Patents
[2014]), are accessing and entering information on the same basis, without any protocol or
algorithm to guarantee the isonomy of the representations. Finally, the choice of the interface
for data raises other problems, including one related to the level of access by function: there is
no need for each copy of the application to have full access to the database (just as a voluntary
user should not have maximum level of access to the project data and not even have freedom of
insertion in different formats than the application expects), precisely because each instance is
executed in a private context (the user's cell phone). This enumeration of problems introduces
the need for so-called API’s.

An API defines a set of calls that can be used in an organized way by other programs to
integrate different software modules. Each call is designed and defined by the programmers in
such a way that the issues raised are obligatorily observed and treated for implementation:

1. Regarding form, programmers need to define the formatting and filtering of the data
for each possible call to an API function before developing and making it available.
This implies that the data is made available only according to the vision projected in
the API interface.

2. Regarding the isonomic representation of data, an especially important problem in the
context of Internet-dependent applications, an API is always developed based on a
protocol defined by Industry standards. This protocol, among other purposes, must
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guarantee the correct conversion of data in a transparent manner for the final
applications. In this case, the application layer protocol of the Internet's TCP / IP stack
that defines the format of messages and calls is the Hypertext Transfer Protocol
(HTTP), defined in Fielding & Reschke (2014). Thus, regardless of the platform and
software, there is a commitment to adapt the conversation to what governs the HTTP
protocol, ensuring the equality of data regardless of platform.

3. Regarding the extent and level of access, each possible API call returns (or inserts)
only the data defined during development. Therefore, each module, effectively, works
in well-defined and consistent scopes of access to the database.

Therefore, to allow independence between the analysis and user interaction modules, to
guarantee the good practices of a project separated by services with well-defined contexts and
to provide high scalability in data management, an APl based on the HTTP protocol with
methods that regulate access to data and the inclusion of information in the bank in a consistent
manner. For all the reasons and analyzes available, the design and development of an API is
shown as a primary choice for any project based on voluntary interactions and data acquisition
of end users through the Internet.

3.3 Control Panel

With the exclusive focus on visualization and generation of value for the data, a control panel
(also called dashboard) was developed to aggregate the data that are sent by the users to the API
and present it so that it is possible to either have a broad notion of the data set, or to follow
changes almost at the same moment in which they occur. This is the module responsible for
facilitating health surveillance and bringing health professionals closer to the end users.

This dashboard is divided into two sections, which are described as it follows.

3.3.1 Registered Users

In this part of the panel, it is possible to view, on a map or in a list, all users registered on the
platform. A system of colors was used to visually distinguish the risk profile of users: those with
green color are users under 50 years of age and who did not report any comorbidity; yellow
represents those over the age of 50 or who have comorbidities; and red symbolizes those over
50 years old and, at the same time, have comorbidities. Comorbidities are understood as
pre-existing health conditions that can add to other diseases and / or facilitate the infection of
new diseases, such as obesity and hypertension, as defined in Valderas et al. (2009).

With the easy distinction between the different groups, it is simplified to direct the attention
to users, especially considering the use of this application by health professionals, which will
be discussed later.

It is also important to highlight that the proposed visualization has other features that go
beyond the context of a single epidemic or disease. As an example, given the definition of
comorbidity mentioned and the separation by age groups, it becomes possible to conduct studies
to determine local factors that can stimulate the collective manifestation of these comorbidities
and make decisions that directly affect people's health.
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3.3.2 Alerts

This tab provides easy viewing of alerts generated by platform users. The visualization can be
in the form of a list or a map. A color system similar to that of registered users is also used,
however, in this case the colors are arranged according to the reported symptom, not with the
characteristics of the users. If only one of the symptoms common to various diseases is reported,
such as headache, fever, or sneezing, for example, the green token is displayed. The yellow
token is shown if two of these types of symptoms are reported, and the red token is a set of three
or more symptoms or if the user reports critical symptoms that are closely related to COVID-19
disease, such as lack of taste, smell, or breathlessness.

The initial development of the application was motivated by the COVID-19 disease
pandemic. However, the final application and project model is generic enough to be extended
to the visualization of any data involving contagious diseases and cases related to health
surveillance.

Another important point to be mentioned is that, as the user shares personal and health data
with the application, it is possible to include health professionals in the surveillance process
who perform more targeted and personal interventions for each user. This situation is especially
relevant in cases of an epidemic, in which the monitoring of the infected is of paramount
importance (Daumas et al. [2020] discusses the topic). Therefore, these professionals could,
with the support of the platform, direct efforts, and assist, at a distance, people in situations of
various vulnerabilities.

/" MONITORING [
TEAM B DBMS
Web Panel
& B < API

‘Web FPanel

7 Operators and users interact via cell
phone calls and call centers

Figure 2. Path of data and features for the proposed platform

Itis also interesting to note that the alerts issued by users contain their geographical location,
facilitating the geographic monitoring of information by the professional who is on standby, so
that it is possible to observe not only risk groups, but also heat maps. of the requests for help
and the number of registered users, a very important vision for the health administration of a
large city, for example, which can more efficiently re-manage ambulances and cross traffic data
to reduce waiting time. Figure 2 shows a schematic of the intended use for the final solution in
the context of a surveillance room.

3.4 Role Based View

This platform is the cornerstone of a business model based on the voluntary collaboration of
users. In this context, it is extremely important to discuss, even if only briefly, how to minimize
the effects of malicious registrations and increase the reliability of the acquired data. It turns out
that it is not part of the scope of the proposed collaborative platform model to provide
mechanisms to verify users. In addition, verifying the accuracy of an end user's information can
be a very complex and costly task, requiring complex external queries and access to data that
may not be public.
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3.4.1 Trusted Third Parties

Because of the difficulty in validating personal data, the project will make use of Trusted Third
Parties (TTP), which is explained in Adams (2011). In this way, each user will have their identity
validated by an external and trusted entity, and all users authenticated by that external entity
will have access to the API resources and/or will be able to enter data on the platform. Figure 3
illustrates the idea of using authentication as a service provided by a third party.

Trusted Third Party

{user identity issuer and verifier),

Mobile Application y
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Users
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(& > ]
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Figure 3. The authentication is a service provided by a third party. This ensures that the health
professionals will see data coming from a verified and possibly unique source: the final user

In this way, it is possible to increase the reliability of the data since the authentication entity
will be a trusted authority and the data owner. Take, as an example, the interaction of a user
based on his general registration number, a unique and important registration code in Brazil. If
the authentication entity is the Department of Public Safety, which is already responsible for
granting and attesting the veracity of these registrations in the cited country, the platform will
have greater guarantees that the end user is who he says he is and that the possibilities for
duplication of information will be minimized. Another example could be a student and
researcher authentication service. Once a university is integrated into the system, any students
or researchers that are validated by the university will be accepted by the platform, and therefore
the same guarantees of uniqueness of registration and data reliability will be automatically
extended to the data acquired by the platform. Only questions related to data quality will remain,
which depend much more on the experience and user engagement.
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3.4.2 Filtering Views

It is not enough to just validate users and look for security guarantees in the registrations. It is
still necessary to discuss how to adapt the system to data protection laws (a recent example can
be seen in Chen [2020], where this topic is discussed in relation to the COVID-19 pandemic),
separating the types of access, but without making the project a bureaucratic and not transparent
platform. In other words, it is necessary to add another concept to be implemented: Role-based
Access Control (RBAC), which is well explained in Shin & Ahn (2000). In this methodology,
applications and users should always have an authentication and association to an access level,
or more precisely, to arole. In this project, the user will have his identity validated by an external
and trusted entity, and all users authenticated by that external entity will have the same role, that
is, the same level of access to API resources. Figure 4 shows the functioning concept of division
in views based on the role of each user.
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Figure 4. The API will be publicly accessible, but the users will see only the resources their organization
is able to access. This means that a researcher asking for a list will use the same path that an
administrator may use, but data will be sent without personal information and from an internal different
endpoint
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The implementation of the division outlined in Figure 4 is important for the system to
generate the greatest possible impact with the least bureaucracy. As it is a collaborative
platform, most resources must be public, however, due to legal and security limitations, more
complex personal data, and statistical calculations (which require more processing and generate
more costs) would be part of a separate control. by users, but by organization and / or sectors.
In addition, stimulating the need for partnership between different organizations is an important
step towards generalizing the adoption of digital and security best practices. Therefore, a
collaborative platform that implements RBAC associated with the use of TTP is a project that
also fosters the digitization of essential services, collaboration between teams from different
sectors with different interests, and the guarantee of good data security practices.

4. TESTS AND RESULTS

The system tests were carried out in an almost controlled environment: the system was put into
production in a real use environment, but the group of users with access to the system was
restricted. More specifically, 22 people applied to test the platform. This group was formed by
students and professors at a university, being varied in relation to risk profiles and pre-existing
health conditions.

With the software modules in production, users were asked to register on the platform with
fictitious data and send health alerts at random times. Figure 5 shows the view of the
georeferenced distribution of registered users with the respective colors according to the profile
of each user. Tests were also carried out both to stress the view of alerts and to verify whether
the quality of the requests on the map allowed adequate georeferenced visualization, as well as
to validate the concept that a monitoring group could act in a concise, efficient, and timely
manner. It is interesting to note that the accuracy of the location collected automatically could
vary with the quality of the user's internet connection and with the Global Positioning System
(GPS) signal, especially in confined and windowless locations. Also, the reliability of the alerts'
arrival was satisfactory (as long as the user had access to the internet via cell phone), creating a
queue which allowed operators to contact, by phone number, with each user who had placed the
order (note it is noted that only operators in the service room who have access to the personal
data of volunteers, professionals with other purposes have access only to the mass of
uncharacterized data). Figure 6 shows the view that a monitoring team has of users asking for
help through the application.

. T4

Q@ (Q):5\ o8
Y - . / SHCN
i I SGAN
RUZEIRO NOVO Brasilia §
ST. HAB (o)
VICENTE PIRES ¥ e )

Q

YsHcs

@ C
@’JQ T ® ' ‘ : .

Figure 5. On the left, users are characterized by their profile. On the right, heat map with agglutination of
alerts. The images are processed by the Google Maps APl (Google Maps Platform, 2020)
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Alerts Search
D
Name Symptoms Whatsapp Created at
1 Daniel Shortness of Breath Sat Sep 05 2020 12:24:00 GMT-0300 (Brasilia Standard
Time)
2 Lucas Headache Tye Sep 08 2020 13:25:00 GMT-0300 (Brasilia Standard
Time)
3 Jonathas Headache  Cough Fri Sep 18 2020 18:25:00 GMT-0300 (Brasilia Standard
Time)
4 Natalia . Slat Sep 19 2020 19:18:00 GMT-0300 (Brasilia Standard
Time)
) Headache Tue Sep 29 2020 20:15:00 GMT-0300 (Brasilia Standard
5 Francisco
Chest Pain Time)
6 Lucas Chest Pain  Sneeze Thu Oct 01 2020 08:47:00 GMT-0300 (Brasilia Standard
Time)
Mon Oct 05 2020 11:29:00 GMT-0300 (Brasilia Standard
7 Nayara Headache -
Time)
. . Mon Oct 05 2020 12:35:00 GMT-0300 (Brasilia Standard
8 Timéteo Chest Pain .
Time)
Mon Oct 05 2020 13:18:00 GMT-0300 (Brasilia Standard
9 Paulo w% .
Time)
Leonardo 5 Tue Oct 06 2020 13:59:00 GMT-0300 (Brasilia Standard
10 Diarrhea -
Time)
Rows per page: 0 - 1-100f12 >

Figure 6. Panel with list of distress requests. All data is fictitious. However, the phone numbers were
censored if they correspond to any real number. Last names were also censored where applicable

The value perceived by the aggregation of data and georeferenced visualization, as well as
the power of collaboration by users and the ease in implementing a distress call service are quite
evident when evaluating Figures 5 and 6. The final product results in every logical apparatus
necessary for the proper functioning of a collective health monitoring room, an initiative that
becomes increasingly important the more relevant the health risks of large urban agglomerations
become. Using the proposed system, a lean team can provide distress guidance services and
deeply analyze the health of a large community.

Finally, Figure 7 shows the practical result of separating user roles. It is possible to see that
the system and the user experience can be the same, but with different practical results. It is the
adoption of these good practices that guarantees security and reduces bureaucracy for the use of
the system. Each organization will have a role in the use and maintenance of the platform, which
proves to be a very important data ecosystem for the integration of different initiatives. Public
authorities, researchers, health professionals, private initiative and end users are now able to
empower themselves with data and services without threatening the security and reliability of
the model, in addition to complying with data protection laws.

12



DESIGN AND IMPLEMENTATION OF A COLLABORATIVE PLATFORM MODEL
FOR EPIDEMIC AND COLLECTIVE HEALTH SERVICES

Alerts iy 2 Search JSON

Sal Sep £5 202012 24.00 GMT-0300 (Busilla St

5677625, -48.200378

Tise Sep 08 2020 13:25:00 GMT-J30 (Eras

5.7881243, 47 BEAOSIS

i Sep 16 2020 182500 GMT-0300 la Standard Time) 157761243, 47 BBATSS

Feus Sat Sep 19 2070 19.18:00 GMT-0300 (Bra 15.9370082. -48 0316865

58197544, 479719445

Tise Sep 29 2020 20:15:00 GNIT-3390

15 8267447, 48 1103061

Alerts

1 Daniel Shoriness of Breath Sai Sep 05 2020 12:24.0C GMT0300 (Brasilia Standard Time)

2 Lucos Headoche Tus So 00 2020 13:26:00 GMT 6200 (Brosiia Sarderd Time

3 Jonathas Headache  Cough i Sep 18,2020 19:25:00 GMT-050C (Brssila Stendard Time)

5 Fransisee Headache  Chest Pain Tus Seg: 20 2020 20:1 5:00 GMT-0300 (B

[ Lucas Crestian  sneeze 173 0G0 2020 08:4 /200 GMI-0SU0 (Hrasia Stancard |ime)
7 Hayara Headache Won Oct 05 2070 11:29:00 GMT-0300 (B-asilia Kandard Time)
8 Timéteo Chest Pain Mon Oct 05 2020 12:35:00 CMT-0300 (B-asilia Randard Time)
]

Figure 7. The top list shows the view of a researcher, who receives raw data without identification.
The bottom list shows the view of an administrator, who does not see raw data in the list (such as
geographic location) but has the view of personal data. The way the two interact with the platform is
similar, but they produce different results

5. CONCLUSION

The COVID-19 disease pandemic suddenly appeared as a public health problem worldwide,
having significantly impacted the lives of most of the population and demanding decisions in
the most diverse segments of society, especially in health.

This context motivated this work, which presents the design and testing of a platform capable
of supporting work forces inserted in scenarios not only of exposure to contagious diseases,
such as an epidemic, but of general health incidents. The proposed solution works on two fronts:
on the one hand, it is a channel that allows people to inform their health conditions and ask for
help when necessary, and on the other, it allows authorities and health professionals to follow
in almost real time and in a way collective health is facilitated. It is important to highlight that
this work has as premise the collaboration of users in providing faithful data to allow the
inference and conclusion of the contagion situation of the disease in the region.

The tool presented is a distributed system in which good design practices are considered in
a way that allows the system modules to be scalable to be able to handle large volumes of data
accessible from anywhere through the Internet. Therefore, the design and operation of the three
modules built were presented in this work: the logic of the mobile application with a focus on
end users, the control panel with a focus on the monitoring team and researchers and / or decision
makers, and the API that allows communication between both contexts.
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The system was applied on an experimental basis in an academic community and it was
possible to visually perceive places and people who needed more attention, as well as locate
help requests made by users and have queues of notifications in chronological order and with
differentiation of priority for better service management.

As a future work, it is envisaged the application of data analysis models, so that it is possible
to make predictions about the evolution of the contagious disease in the monitored region.
Another point to be explored is the possibility of integrating the data provided collaboratively
by the system presented in this work with information obtained from other sources, for example,
public health data provided by public health organizations and data collected on social networks.
Still, the integration of the application with personal health monitoring devices can allow easy
provision of health services for various situations, even of critical nature, such as the automatic
request for help for victims of falls, heart attacks and vehicle collisions, for example.
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