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ABSTRACT 

Artificial Intelligence (AI) is reshaping both economic activity and organisational operations, but its 
misuse has helped to amplify the scale and sophistication of cybercrime. Criminal actors increasingly 
employ AI to automate attacks, craft convincing social engineering campaigns, and exploit system 
vulnerabilities, creating risks that many existing cybersecurity frameworks are not designed to address. 
This research investigates how AI enables such malicious activities by identifying and categorizing the 
key criminal elements associated with AI-driven threats. The study used a qualitative design combining a 
structured literature review with semi-structured expert interviews to ensure methodological rigor and 
practical relevance. Using the findings from these methods, a governance-oriented framework for 
strengthening organizational defence has been developed. The framework presents clear, actionable 
measures that help organisations evaluate vulnerabilities, improve preparedness, and establish governance 
mechanisms suited to AI-related risk. Expert validation hast demonstrated its practical relevance for 
cybersecurity teams, Information Technology (IT) managers, and risk officers. By offering structured 
guidance tailored to medium- and large-sized organisations, these results contribute to ongoing policy 
discussions by offering a systematic, practice-aligned approach to strengthening organisational defence 
against emerging AI-enabled threats. 
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1. INTRODUCTION 

Artificial Intelligence (AI) has rapidly evolved into a transformative technology, frequently 
compared to the industrial revolution for its far-reaching societal and economic impact 
(Adewale & Segun, 2024; Makridakis, 2017; Mohamed, 2023). Advances in core AI techniques, 
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including machine learning (ML), deep learning (DL), symbolic reasoning, evolutionary 
computation, and probabilistic modelling have generated substantial benefits across multiple 
sectors; however, these same capabilities increasingly facilitate opportunities for criminal 
misuse (Blauth, Gstrein, & Zwitter, 2022; Caldwell et al., 2020; Malatji, 2023; Rawat et al., 
2023).  

The dual-use nature of AI and its ability to support legitimate innovation while also 
facilitating malicious activity has contributed to a marked escalation in the scale, speed, and 
sophistication of cyberattacks (Blauth et al., 2022; Obioha-Val et al., 2025). Cybercriminals 
employ AI for e.g., automated phishing, deepfake-based impersonation, autonomous 
exploitation, and data manipulation, significantly amplifying offensive capabilities (Bueermann 
& Rohrs, 2024; Brundage et al., 2018; Loh et al., 2024). 

The World Economic Forum’s Global Risk Report 2024 identifies AI-generated 
misinformation and disinformation as the second-highest global risk, citing implications for 
political stability and public safety (Bueermann & Rohrs, 2024). Cybercrime overall increased 
by an estimated 600% between 2020 and 2023 (Rao et al., 2023). As AI enables more scalable 
and adaptive attacks, organisations face growing difficulty in detecting and mitigating  
AI-enhanced threats (Malatji & Tolah, 2024). Traditional and established cybersecurity 
frameworks are excellent tools, but they have shortcomings when it comes to offering timely 
mitigation controls for AI-driven attack automation and the rapid evolution of threats (ENISA, 
2023a; Melaku, 2023, Mohamed, 2023). 

Human vulnerabilities further exacerbate exposure: AI-powered social engineering exploits 
cognitive biases, while persistent workforce shortage limits organisations’ ability to respond 
effectively (Melaku, 2023). In parallel, privacy risks intensify as AI systems rely on extensive 
datasets, with anonymised data increasingly susceptible to inference, reconstruction, and 
membership attacks (Admass, Munaye & Diro, 2024; He et al., 2025; Liu et al., 2025). 
Regulatory and governance gaps compound these risks (Feretzakis et al., 2024; Murdoch, 2021; 
Radanliev, 2025). The lack of coordinated global standards allows cross-border misuse, while 
the speed of AI innovation outpaces existing legal, ethical, and security frameworks (Evang, 
2022; Yeung, 2024).  

Major standards such as ISO/IEC 27001 (2023a) and the NIST CSF (2024) provide essential 
baselines but lack granularity for AI-specific threat vectors because they are lagging rapidly 
emerging phenomena, as the update cycle is always conservatively slow but accurate (Evang, 
2022; Malatji, 2023).  

At the same time, the fast-evolving tactics of threat actors hinder the development of a stable 
taxonomy of cybercriminal behaviour, limiting coordinated responses across jurisdictions 
(ENISA, 2023a). These developments underscore the urgent need for organisations to deepen 
their understanding of AI-enabled risks (Admass et al., 2024; Maurya, 2023). 

This research addresses these challenges by examining the criminal elements associated with 
malicious uses of AI and developing a conceptual governance framework to support 
organisational defence. The study is guided by the following research questions (RQs):  

RQ1: Which criminal elements characterise the malicious use of AI?  
RQ2: How can these elements be systematically categorised?  
RQ3: What requirements are necessary for developing a conceptual governance framework 

for AI-driven threats?  
RQ4: How can these requirements be modelled into a coherent framework?  
RQ5: To what extent does the resulting framework demonstrate practical utility? 
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2. LITERATURE REVIEW 

2.1 Foundations of AI 

AI has become a pivotal technological force, reshaping the global cyber-threat landscape 
through rapid advances in ML, DL, NLP and other emerging technologies and features and 
encompasses a broad spectrum of computational techniques (e.g., Khan et al., 2025; Xu et al., 
2021). Contemporary literature identifies AI as a general-purpose technology that penetrates 
nearly all sectors of society, amplifying both opportunities and risks (Adewale & Segun, 2024; 
Mohamed, 2023). These developments have profound cybersecurity implications, as AI systems 
introduce new attack surfaces, accelerate adversarial capabilities, and enable large-scale 
exploitation of digital infrastructures (Brundage et al., 2018; King et al., 2020). In addition, the 
dual-use characteristics of AI—its potential for beneficial and malicious applications—make 
understanding AI-driven (cyber)crime essential for organisational defence (Malatji, 2023). The 
rapid increase of AI tools, techniques and methods increase exposure to strategic vulnerabilities, 
including model extraction, adversarial inputs, and data dependency risks (Liu et al., 2025). 

2.2 Malicious Applications and Criminal Opportunities 

Literature identifies core elements that characterize malicious and high-risk AI applications. 
First, AI enhances deception techniques—such as deepfakes, synthetic speech, and manipulated 
images produced through generative adversarial networks (GANs)—commonly used in fraud, 
harassment, and disinformation (Zeng, 2022). Second, AI enables autonomous exploitation, 
including automated phishing, vulnerability scanning, credential harvesting, and malware 
generation that surpass human operational speed (Bueermann & Rohrs, 2024; Brundage et al., 
2018). Third, AI models themselves are vulnerable to inversion, data poisoning, and adversarial 
perturbations, undermining system integrity (ENISA, 2023b). 

Privacy invasion forms another major risk element: AI-driven analytics support large-scale 
surveillance, re-identification of anonymized data, and inference of sensitive attributes (Admass 
et al., 2024). Identity-related crimes—such as biometric spoofing, face manipulation, and 
synthetic identity creation—are increasingly facilitated by AI (Liu et al., 2025). From an 
organisational perspective, AI-powered manipulation of trust, authority, and social cues has 
further escalated the sophistication of social engineering attacks (Hadnagy, 2018). 

2.3 Types of Malicious Actors in Cybercrime 

Cybercrime literature describes a wide array of motivations, modalities, and actor types 
involved in malicious activity (Golop and Săvulescu, 2024; Martineau et al., 2023; Pawlicka  
et al., 2021). Motivations range from financial gain and political influence on espionage, 
activism, and strategic destabilization (Rao et al., 2023). Technological affordances have 
enabled criminals to conduct attacks with unprecedented scale, precision, and anonymity.  
AI-powered malware uses for example polymorphism, automated obfuscation, and adaptive 
evasion to bypass traditional detection mechanisms (Brundage et al., 2018).  
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Threat actors operate across a spectrum of capability and intent, including so-called script 
kiddies, organized crime groups, insider threats, and state-sponsored adversaries (Bueermann  
& Rohrs, 2024). State-level actors increasingly deploy AI for automated reconnaissance, 
advanced persistent threats, disinformation operations, and critical infrastructure disruption 
(ENISA, 2023b; OECD, 2019). AI-driven threats also exploit vulnerabilities in interconnected 
systems, digital supply chains, and cloud infrastructures (MITRE ATT&CK, 2024). The 
literature consistently highlights that AI amplifies existing cybercrime vectors while introducing 
wholly new attack modalities that exploit model-specific weaknesses (Blauth, et al., 2022; 
Kaloudi & Li, 2020; Kazimierczak, et al., 2024; Liu et al., 2025). 

2.4 Defensive Applications of AI in Cybersecurity 

Defensive applications of AI span technical, operational, and strategic domains (Afghani, 2025; 
Fard, Selmic & Khorasani, 2023). On the strategic level, AI governance must incorporate 
principles such as transparency, accountability, fairness, privacy, and explainability, as 
emphasized by OECD (2019) or by NIST AI RMF (2023). Organisational resilience 
frameworks call for integration of AI risk management into enterprise security strategies, 
incorporating regulatory requirements such as the General Data Protection Regulation (GDPR), 
the ISO/IEC 27001 (2023a) security standard or the forthcoming European Union (EU) AI Act 
(European Parliament & Council of the European Union, 2024). 

Operational defences emphasize awareness training, behavioural monitoring, cyber hygiene, 
and interdisciplinary collaboration across IT, legal, and compliance teams (Al-Hawamleh, 2024; 
Concepcion & Palaoag, 2024; Obi et al., 2024; Shareef, 2024). Threat intelligence sharing 
remains essential in addressing fast-evolving attack techniques, particularly AI-generated 
phishing and synthetic content exploitation (ENISA, 2023b). 

Technical mitigation strategies include adversarial robustness, model hardening, anomaly 
detection, secure data pipelines, encryption, red-teaming, and AI-specific penetration testing 
(MITRE ATLAS, 2023). Privacy-preserving ML approaches—such as federated learning and 
differential privacy—reduce risks associated with centralized data storage and model inversion 
attacks (Dwork & Roth, 2014; Kairouz et al., 2021).  

However, literature warns that defensive AI is vulnerable to adversarial adaptation, model 
drift, dataset biases, and false-positive escalation (Baniecki & Biecek, 2024; Costa et at., 2024; 
Goyal et al., 2023). Overreliance on AI-driven defence may itself create systemic risks if not 
combined with human oversight and strong governance structures (King et al., 2020).  

2.5 Gaps in Existing Scholarship 

Despite substantial scholarship on AI and cybercrime, several critical research gaps persist. 
First, existing studies frequently address isolated aspects of AI-driven crime but lack 
comprehensive frameworks integrating technological, human-centric, and organisational 
perspectives (Cascavilla, Tamburri & Heuvel, 2021; Malatji & Tolah, 2024; Zeng, 2022). 
Second, harmonised global regulation remains limited, and cross-border misuse of AI continues 
to outpace legal and institutional controls (Chang, 2024; Evang, 2022; OECD, 2019; Zaidan  
& Ibrahim, 2024). Third, although cybersecurity standards exist, few provide specific guidance 
on AI vulnerabilities, leaving organisations underprepared for model-specific threats  
(De Gregorio, 2025; ENISA, 2023b; Mcintosh et al., 2024; Rampášek et al., 2025). Fourth, 
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research offers limited translation of theoretical threat models into practical, actionable 
frameworks that organisations can operationalize (Cho & Kim, 2025; Tatam et al., 2021; Xiong 
& Lagerström, 2019) 

This gap underscores the need for structured, comprehensive models that consolidate 
criminal elements of AI and map them to organisational defence requirements. Such 
frameworks provide critical value by integrating diverse threat categories, enabling systematic 
assessment, and guiding the development of targeted mitigation strategies. 

3. METHODS 

3.1 Research Design and Process 

Our research adopted a qualitative, pragmatist research design, reflecting the need for 
methodological flexibility in a rapidly evolving threat landscape. Pragmatism was appropriate 
because AI-enabled cybercrime develops faster than theoretical models, requiring approaches 
that prioritise applicability and real-world utility. Employing an inductive approach, we 
explored emerging AI threats beyond existing theories and frameworks by deriving an artefact 
from literature and qualitative expert interviews (based on recommendations from Saunders  
et al., 2019).  

Using qualitative methods, we extracted key themes literature as well as from cybersecurity 
and AI experts categorizing challenges and solutions (adopted on vom Brocke et al., 2020). 
Semi-structured interviews were conducted with eight subject matter experts selected for their 
roles in IT governance, risk management, and AI deployment. Interviews followed a 
standardized protocol focused on AI threat categorization and mitigation strategies. Thematic 
coding was conducted manually to identify recurring patterns and validate framework 
components.  

The literature review (Section 2) laid the theoretical groundwork and identified research 
gaps, while qualitative interviews provided nuanced perspectives on threats and mitigation. Data 
were collected cross-sectionally to capture the current AI threat landscape, with future 
longitudinal studies recommended. As leading methodology, the Design Science Research 
(DSR) methodology as developed by Hevner and colleagues (Hevner et al., 2004; Hevner 
& Chatterjee, 2010). The approach from Kuechler & Vaishnavi (2008) was applied with its four 
iterative phases: 

(1) Problem Awareness: an extensive literature review analysed AI cybercrime, threats, and 
(governance) frameworks, addressing RQs 1 and 2 and identifying gaps. 

(2) Suggestion: Using the Double Diamond Model (Meinel et al., 2011), semi-structured 
interviews with Swiss experts informed AI-centric governance framework 
requirements. Thematic analysis and standards review guided development, addressing 
RQ3. 

(3) Development: Requirements were translated into an initial governance framework v0.1, 
refined iteratively with expert feedback to the final governance framework v1.0, 
addressing RQ4. 

(4) Evaluation: Cybersecurity experts assessed the governance framework’s strengths and 
limitations through interviews, enabling refinements to finalize governance framework 
v1.0, ensuring responsiveness to evolving threats and addressing RQ5. 
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This structure ensured systematic alignment between empirical findings, conceptual 
development, and practical applicability, consistent with established guidance for  
artefact-oriented information systems research. 

3.2 Data Collection and Analysis 

A structured literature review was conducted to consolidate existing knowledge on AI enabled 
threats, AI-driven threat behaviours, cybercrime trends, and organisational defence measures. 
The review followed established guidelines for systematic identification and synthesis of 
sources (vom Brocke et al., 2020).  

Peer-reviewed publications, standards documents, and practitioner reports were included to 
provide a comprehensive evidence base. The review served three purposes: (1) establishing the 
conceptual basis for identifying criminal AI elements, (2) deriving initial organisational 
requirements, and (3) informing the design of interview questions. 

Empirical data were collected through semi-structured interviews with cybersecurity 
professionals, including CISOs, AI risk managers, incident response leads, and information 
security officers. Expert sampling was used to ensure participants possessed relevant operational 
experience, consistent with established qualitative research practice (Easterbrook et al., 2008). 
Two expert groups were engaged: (1) group 1 contributed to identifying AI-related criminal 
elements and refining organisational requirements; (2) group 2 evaluated the prototypical 
governance framework and provided feedback for improving v0.1. All interviews followed a 
predefined guide, were recorded, and were transcribed for analysis.  

Interview transcripts and literature findings were analysed using thematic coding. Coding 
progressed from descriptive categories to more abstract analytical themes, following recognised 
qualitative analysis principles (Saunders et al., 2019). The analysis produced three main outputs: 
(1) criminal elements of AI-enabled threats, (2) organisational requirements for mitigating AI-
driven threats, and (3) structured measures translating requirements into actionable activities. 
These results were integrated into the DSR development cycle and informed subsequent 
refinements of the governance framework. 

3.3 Governance framework Development 

The governance framework was constructed through an iterative design process that 
progressively refined categories and measures based on findings from literature, expert 
interviews, and corresponding frameworks. As leading frameworks, we used ISO/IEC 27001 
(2023a), NIST CSF (2024), NIST AI RMF (2023), ENISA material (2023a, 2023b), and 
relevant sources identified throughout the research.  

The first version v0.1 emphasized modularity, allowing users to apply measures selectively. 
Measures were refined and categorized by best practices, focusing on AI-augmented defences, 
human factors, legal compliance, and technical controls (Hu et al., 2017). Each measure details 
implementation steps, risk assessments, and use cases. The initial version was systematically 
compared to requirements to ensure completeness before evaluation. 

The initial development began by defining a process and methodology grounded in DSR, 
enabling repeated cycles of refinement in response to practical insights. The first iteration 
produced an initial framework structure, centred on an overview (landing) page and detailing 
its purpose, intended users, and application context.  
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3.4 Governance Framework Evaluation 

Starting with the landing page of the first draft of the governance framework v0.1, evaluation 
assessed the framework’s effectiveness, scalability, robustness, and usability through expert 
interviews. Using a semi-structured interview design based on established cybersecurity 
standards (e.g., NIST CSF, 2024; NIST AI RMF, 2023; ENISA, 2023a, 2023b; ISO/IEC 42001, 
2023b), the evaluation examined whether the governance framework adequately addresses  
AI-driven cyber threats and aligns with contemporary defensive practices.  

Experts consistently confirmed the governance framework’s logical structure, clear 
organisation, and practical applicability for medium to large organisations. They highlighted its 
strength in integrating established cybersecurity principles with AI-specific risk 
considerations—such as AI-powered threat detection, adversarial attacks, data privacy risks, 
and exposure to misinformation and deepfakes (referencing interview insights and sources like 
CIS Controls (Center for Internet Security, 2024), MITRE ATT&CK (2024), SANS (2012) or 
the WEF Global Risks Report (Bueermann & Rohrs, 2024). The governance framework was 
considered accessible and adaptable, offering actionable measures that bridge theory and 
practice. However, several improvement areas emerged. Interviewees recommended for 
example clarifying the framework’s purpose, refining the terminology, consolidating 
overlapping categories, and enhancing practical guidance through examples or workflows 
(Table 1). These inputs informed targeted adaptations for the final version, including clearer 
goals, improved usage guidance, reaffirmed relevance of core cybersecurity controls, 
streamlined categories, and adjusted terminology. 

In summary, the evaluation confirmed the framework’s usefulness and relevance while 
addressing RQ5 by demonstrating its value for organisations facing AI-driven risks and 
highlighting the need for ongoing refinement toward a mature governance framework version 
v1.0. 

Table 1. Adaptations resulting from the evaluation 

# Conceptional Governance Framework v0.1 – Adaptions after Evaluation 
1 Clarified the framework’s mission and defined its target organisational context 
2 Reinforced foundational cybersecurity as the base for AI-specific controls 
3 Improved usage guidance with practitioner-oriented guiding questions 
4 Standardised terminology to remove ambiguity and ensure consistency 
5 Consolidated overlapping categories and measures for greater coherence 
6 Streamlined the taxonomy by reducing redundant activities 

4. INITIAL GOVERNANCE FRAMEWORK v0.1 

4.1 Conceptual Structure 

The first version v0.1 of the governance framework was developed to provide a solid basis for 
the evaluation to discuss the approach, to gather feedback and finally to improve. An landing 
page was developed which serves as an introduction and overview to introduce the governance 
framework’s purpose (“What is it for?”), intended audience (“Who is it for?”), usage 
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instructions (“How to use it?”), core cybersecurity principles for AI contexts (“Essentials”), and 
categories of measures (“Measures Overview” and “Measure Sheet”).  

 
Figure 1. Governance Framework v0.1 – Landing Page 

The landing page was foreseen to enable users to assess the framework’s relevance and 
suitability for their organisational context. Target users include cybersecurity teams, IT 
managers, compliance officers, and risk managers in European organisations, while also serving 
as an awareness tool for IT professionals. Figure 1 presents the structure of the landing page.  

The landing page was the starting point for the evaluation group of experts for 
understanding. Subsequently, the “Overview Page” was shown to discuss the entire structure 
(Figure 2) followed by an exemplary “Measure Sheet” (Figure 3) to identify weaknesses and 
add further fields if necessary. 

 
Figure 2. Governance Framework v0.1 – Overview Page 
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Figure 3. Governance Framework v0.1 – Exemplary Measure Sheet A2 

4.2 Addressed Requirements 

Table 2 shows that all initial requirements and corresponding measure resulted from the data 
collection and analysis (section 3.2) have been addressed in the governance framework v0.1. 

Table 2 Adaptations resulting from the Governance Framework v0.1 evaluation 

 Mapping of requirements to measures Addressed in 
Measure Sheet 

(1) Incorporate adaptive security strategies  A1, A2  
(2) Implement advanced detection mechanisms for social engineering attacks  A3, A4  
(3) Detect and mitigate misinformation and disinformation  D2  
(4) Strengthen AI models against adversarial attacks  B1  
(5) Integrate AI into defensive measures  A2, A3, A4  
(6) Control access to AI tools and promote responsible usage  B3, B5, D1  
(7) Enhance awareness and training programs  D1, D2  
(8) Develop sophisticated detection methods  A3, A4  
(9) Adapt existing cybersecurity frameworks  C4  
(10) Establish risk management practices for AI systems  B2, B4  
(11) Ensure that AI systems comply with ethical guidelines & legal regulations  C1, C2, C3, C5  
 
Version v0.1 was developed through an iterative refinement of categories and measures, 

aligned with requirements derived from expert interviews. Its structure comprises an overview 
page, inputs, measure categories, and detailed measure sheets. Mapping requirements to 
implemented measures confirmed full coverage. This process addressed RQ4 by defining the 
framework’s initial structure and establishing the foundation for its later evaluation and 
refinement into version v1.0. 
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5. RESULTING GOVERNANCE FRAMEWORK v1.0 

The initial governance framework (v0.1) was developed iteratively, with categories and 
measures refined to align with requirements from the literature review and expert interviews. 
Two development cycles were conducted: one to identify core requirements and a second to 
evaluate the prototype (section 3.4). The framework included a landing page outlining purpose, 
audience, and use, followed by input sources, measure categories, and detailed measure sheets. 

All requirements from the data collection and analysis (sections 3.2 and 4.2) were mapped 
to specific measures. As shown in Table 2, each requirement resulted in at least one 
organisational measure, confirming that v0.1 met the identified needs and addressed RQ4. The 
evaluation also underscored strengths such as clear structure and practical relevance for 
medium-to-large organisations confronting AI-driven cyber threats. 

Experts also identified areas for refinement, such as clarifying the framework’s purpose, 
standardising terminology, consolidating overlapping categories, and enhancing practical 
guidance—for example, by adding examples or workflows to support application. These 
insights informed targeted improvements in version v1.0. 

 

 
Figure 4. Resulting Governance Framework against AI-Driven Threats version v1.0 

The resulting governance framework v1.0 (Figure 4) presents clarified objectives, refined 
terminology, streamlined categories, and strengthened implementation guidance. It integrates 
established cybersecurity principles with AI-specific defensive strategies to support 
organisations in addressing emerging threat patterns.  

The framework combines traditional security practices—such as authentication, patch 
management, and awareness training—with measures for adaptive response, ethical oversight, 
and regulatory compliance. 

The resulting governance framework´s modular structure enables both holistic application and 
targeted use, allowing it to complement existing cybersecurity programs. Developed for 
cybersecurity teams, IT managers, compliance officers, policymakers, and risk professionals, 
the framework provides clear measures across four main categories (Figure 4; detailed in  
Table 3).  
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Table 3. Governance Framework v1.0 with four main categories, measures and detailed context 

# Governance Framework 
Main Categories 

Detailed Description 

A AI-Augmented Cyber Defence Enhancing defence via real-time detection, automated  
responses, and predictive analytics. 

 Measure 

 A1 Continuous Security 
Adaption 

Implementing security systems that adjust in real-time to 
emerging threats using AI and machine learning. 

 
A2 AI-Powered Defensive 

Integration 

Integrating AI technologies into existing cybersecurity defences 
to enhance capabilities in threat detection, response, and 
prevention. 

 
A3.1 Sophisticated Detection 

Technology 

Utilizing advanced technologies like AI and machine learning to 
detect complex and evolving cyber threats that traditional 
methods might miss. 

 A3.2 Advanced Social 
Engineering Detection 

Using AI and behavioural analytics to identify and prevent social 
engineering attacks like phishing and spear-phishing. 

B Securing AI Systems Protecting AI from threats with dedicated security measures. 

 Measure 

 B1 Resilience Against 
Adversarial AI Threats 

Building systems robust against attacks that exploit AI systems, 
such as adversarial machine learning attacks. 

 B2 AI Risk Management Identifying, assessing, and mitigating risks associated with the 
use of AI technologies within an organisation. 

 B3 AI Access and Usage Managing who has access to AI systems and how they are used to 
prevent unauthorized use or abuse. 

 B4 Secure AI Development 
Lifecycle 

Incorporating security best practices throughout the AI 
development lifecycle to prevent vulnerabilities. 

 B5 AI Explainability and 
Transparency 

Ensuring that AI systems are transparent, and their decision-
making processes are understandable to humans. 

C Governance, Legal, and Ethics Ensuring that AI complies with laws, ethics, and strong  
governance. 

 Measure 

 C1 Legal Compliance in AI Ensuring that AI technologies comply with relevant laws, 
regulations, and ethical guidelines. 

 C2 Ethical AI Development Ensuring that AI systems are designed and deployed according to 
ethical principles like fairness and respect for human rights. 

 C3 Privacy and Data 
Protection in AI 

Ensuring that AI systems handle personal and sensitive data in 
compliance with data protection laws like GDPR. 

 
C4 Application of 

Cybersecurity 
Frameworks 

Updating existing cybersecurity frameworks to incorporate AI 
considerations and address new technological challenges. 

 C5 Data Governance for AI Establishing robust data governance frameworks to manage the 
quality, security, and ethical use of data in AI systems. 

D Human Factors and Training Emphasizes awareness and education to reduce AI-driven 
risks. 

 Measure 

 D1 Awareness and Training 
Enhancement 

Enhancing employee awareness and training regarding 
cybersecurity, with a focus on AI-related threats and tools. 

 
D2 Counteracting 

Misinformation and 
Disinformation 

Strategies and tools to detect, analyse, and mitigate the spread of 
false or misleading information. 
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Each measure includes defined objectives, implementation steps, and references to 
established standards, including ISO/IEC 27001 (2023a) and the NIST CSF (2024) therefore 
offers a coherent, practical, and governance-aligned tool to strengthen organisational defence in 
environments increasingly affected by AI-driven cyber threats. 

Table 3 presents the structure of the governance framework v1.0, organized into four main 
categories that reflect the core domains of AI-related organisational defence. Each category 
contains specific measures with detailed descriptions, outlining the objectives, scope, and 
operational context required for implementation.  

The table provides a concise overview of how AI-augmented defence capabilities, secure AI 
system practices, governance and ethical requirements, and human-centric measures collectively 
support a comprehensive approach to mitigating AI-driven cyber risks. Together, these 
components form the actionable foundation of the governance framework v1.0. 

6. CONCLUSION AND OUTLOOK 

This research examined the accelerating misuse of AI in cybercrime and addressed five research 
questions through a governance-oriented lens. It identified the key criminal elements of AI 
(RQ1)—such as automated phishing, deepfake-enabled deception, adversarial manipulation, 
and AI-generated malware—and organised them into systematic categories that clarify how AI 
reshapes attack dynamics (RQ2). The research then derived the essential organisational and 
policy requirements for mitigating these risks (RQ3), highlighting the importance of adaptive 
defence strategies, responsible access controls, robust governance mechanisms, and 
strengthened human-centric protections.  

These insights informed the conceptualisation of the initial governance framework v0.1 
(RQ4), which was subsequently refined through expert evaluation into version v1.0. The 
resulting framework integrates regulatory expectations (e.g., GDPR, the EU AI Act) with 
recognised cybersecurity standards and fills a critical policy gap by offering operational,  
AI-specific mitigation measures for cybersecurity teams, IT managers, and risk officers. 

The evaluation confirmed the framework’s practical value while underscoring the need for 
continuous refinement as AI capabilities, attacker techniques, and regulatory conditions evolve 
(RQ5). Nonetheless, the study is constrained by its regional expert base and the absence of  
full-scale organisational deployment. Future research should therefore expand the empirical 
foundation through multi-sector case studies, involve broader international stakeholders, and 
explore alignment with emerging global regulatory developments. As forthcoming regulatory 
instruments—such as the EU AI Act’s risk-based obligations—take effect, future versions of 
the framework may increasingly serve as a practical bridge between compliance requirements 
and day-to-day defensive operations. 

To support adoption, organisations can integrate the framework directly into existing 
cybersecurity and governance structures (e.g., ISO/IEC 27001, 2023a; NIST CSF, 2024), use it 
to strengthen risk assessments for AI systems, and embed its measures into training, 
procurement, and incident-response processes. 

Ultimately, this research demonstrates that strengthening organisational defence against  
AI-driven cyber threats is no longer optional: timely policy action, grounded in structured 
frameworks such as this one, is essential for safeguarding organisational resilience in an era of 
rapidly evolving AI-enabled risks. 
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