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ABSTRACT

Sharing heterogeneous data among distributed emagnts in a user-centric way represents today the
main challenge for personalization. In recent yesgeral techniques have been proposed to support
user modeling for multi-application personalizatidn this paper we describe G-Profile, our multi-
application user modeling system. G-Profile repnesea way to address some open issues not
sufficiently investigated in literature, as the oppinity for a multi-application profile to evohaver the

time, together with the possibility to guaranteeusity and privacy in the diffusion of user infortizan
among applications. In particular, this paper fesusn user profile data modifications propagation,
aiming to reduce the amount of incoherent infororatibout the user over several applications.
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1. INTRODUCTION

Nowadays, many different applications in differemeas (digital libraries, search engines,
e-learning, online databases, e-commerce, socialonmks, etc.) are concentrating on
collecting information about users for service pesdization. For this reason, different
applications in different areas (or within the samnea) organize user properties, preferences
and assumptions based on the user stateisém profiles Each application manages user
information independently from others, based opex#ic user model

Information collection can bd)(explicit information is gathered by a direct intervention
of the users themselves by filling some kind ofdafetned forms and/oriij implicit:
information is derived by studying users behavibil&using services (tracing).

When user profile management takes place in aateswblway at single-application level,
we are in presence of mono-application scenariosuch a case, data incoherence among
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isolated user profiles is produced, due to sevdralvbacks strictly connected to mono-
application personalization:

1. redundancyconsidering the number of different applicatiavisere each user can be
involved, {) it represents a redundant process to the user-¢émter her information
every time she begins with a new application @ndtie same data for the same user
are repeated several times and fragmented over difiegent applications, leading to
data redundancy and tedious update;

2. lack of efficacy due to the absence of collaboration between egipdins, data
connected to a certain user remain private to eggiication. Even if a sufficient
amount of data (or useful data) for the user hehsed been already collected by other
applications, the user will not take advantaget afi ithe application she is currently
using;

3. lack of experienceas the user can not take advantage of her intwmmacattered
across different applications, in the same way cdre not profit of the experience
already accumulated by other users, in the sarddferent applications;

4. lack of control users have little or no control over the inforimatdefining their
profiles, in particular over personalization andaréhg, since their data are deeply
buried in personalization engines. No accessibilitptocols are given to users in
order to manage their data.

This paper introduces G-Profile: oumulti-application user modeling systef88]. Our
purpose is to give a solution to drawbacks conmette mono-application environments,
specifically:

» the possibility and the manner for user profileomfation toevolvein a multi-

application context by user dgieopagation

» the possibility to controecurityandprivacy by applications and users over personal
data in the diffusion of user information among laggtions.

We describe, in particular, the way our model asiskes the first item. We evaluate it by

monitoring thecoherenceof user profile information over the applicationsnaging her
profiles.

1.1 Scenario

In this section we illustrate a concrete scenarieene our multi-application user modeling
system could be used to solve drawbacks conneatewho-application environments. Let us
take as an example the domain of virtual markegdaEach of the following cases is directly
referred to the corresponding drawback.

1. A user subscribes several marketplaces collabgrdigtween them via the multi-
application user modeling system. This way the Umex the possibility to type her
data as gender, date of birth, address, only oncehé first marketplace she
subscribes.

2. A user changes her address on her user profildh@mmarketplacé. The new zip
code changes fromxxxl to xxxX¥2. The same user has a profile on the marketace
On the marketplac8, the zip code for the user is stitkxxl. The marketplac® is
currently promoting a discount for all the cliehiEvingxxxX2 as a zip code. Via the
multi-application user modeling system, it would pessible for the user to take
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advantage of the promotion as the new zip codeevalould have been propagated
automatically.

3. A userq, having a profile on a marketplage has some friends, y, ..., w using the
same or different marketplaces collaborating betwisem via the multi-application
user modeling system. f,y, ..., o have favorite items, if they decide to share their
favorite items witho, and if the marketplaces permit the sharing of #ind of data,
the favorite items o#’s friends can be accessible by

4. Usersa,p,y, ..., o are friends and use different marketplaces. Theaeketplaces
collaborate between them via the multi-applicatiser modeling system, but only for
not-competing purposes. So, even if it could beregting for users to share their
favorite items, the different marketplaces can deanot to permit the sharing of
certain kind of items that could advantage thempetitors (the same items provided
by a competitor for example). Even in the casevad tollaborative marketplaces
leaving open to users the possibility to sharettadir bought item list with friends,
each user has always the possibility to restriet #ltccess of this information to
particular users. Moreover, the access to the Roitigim list of @ can be restricted
differently for § on various marketplaces whefe is registered, based on the
established collaboration between marketplacesiaers.

Cases 1 and 2 refer essentially to situations tdilmarating applications; in cases 3 and 4,
also users’ explicit choices are taken into accolmthis paper, we describe how G-Profile
operates in the first two cases.

Therefore, the rest of the paper is organized Bswe: in Section 2 we provide a short
survey on current research in the field of persaatibn in multi-application environments. In
Section 3 we describe our approach: we introdueegémeral idea and the formalization of
our model. We explain the concept of “collaboratiamong applications via G-Profile and
the way user data are propagated. In Section 4vakiae the advantages of our technique
connected to user data coherence. Finally, in @edi we present the main directions for
future research and the conclusions.

2. BACKGROUND IN PERSONALIZATION

Efforts in mono-application personalization datelbao the end of 1970’s. Kobsa in his
survey on Generic User Modeling Systems (GUMS) [#Hcribes several approaches applied
in academic and commercial applications until thgibning of the 2000’s.

The problem of personalization is addressed todayscenario where distributed software
environments are no longer static stand-alone egdins, but dynamic integrative
environments that configure themselves accordingh#individual needs of the user, the
context of use, and the platform requiremebkser modeling24, 36] plays a crucial role in
this kind of scenario and represents the basis rfarti-application (cross-system)
personalizatior{30].

In order to comprehensively integrate user inforamafcross different systems, one of the
main challenges for user modeling is (representgd duaranteeinginteroperability of
personalization approaches [9, 6]. Applied to usedeling, interoperability can be seen as
“the ability to access and interpret informatiorrided from multiple heterogeneous sources
andto integrate this information into a user modelpobper granularity” [36, 9]. Two main
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types of interoperability emerge from literaturg:syntactic interoperabilityas the ability for
two or more systems of communicating and exchandatg, overtaking differences between
information systems at thaepplication leveland {i) semantic interoperabilityit overcomes
differences between information systems at kkhewledge level“creating a semantically
compatible information environment based on thee@drconcepts between different ...
entities” [31].

2.1 Related Work

From literature, we outline two major approaches deer modeling interoperability in a
multi-application scenario:i)( standardization-based user modelingased on aop-down
vision, defining some a priori — often centralized standard whom all the involved
applications have to complyiiX mediation-based user modelirfthe term ‘mediation’ has
been introduced by Berkovslet al. in [5]), behaving in a bottom-up way, operatingaat of
reconciliation between different user model repméstions. It deals with transferring user
modeling data from one representation to anothehé same domain, or across domains.

2.1.1Standardization-based User Modeling

Standardization-based user modeling techniquesbased on the definition of standard
ontologies and/ounified (general) user models which can be used with pleltsystems.
Standardization-based user modeling is therefaresied on theeusability of the user model
itself.

Standard Ontologies First attempts to propose standard ontologiesuéer modeling
were by Chen & Mizoguchi [11] and Kay [23] at thedeof the 1990’s. The first approach
used ontologies for learner modeling and the seasme motivated ontology-based reusable
and understandable modeling of students. Theseoagipes presented difficulties in the
construction of the initial ontology and were apglito specific domains. The work of
Razmeritaet al. [34] has been the first to introduce the notiorgeferic ontology-based user
model. Authors presented here OntobUM, a generitology-based user modeling
architecture integrating three ontologies: onelfierusers, another one defining the relations

between the applications (the domain ontology) &mel last one (the log ontology)
defining the user-application interaction semanti#slog & Schéafer have proposed in [12] a
framework providing a common base for the exchaofgéearner profiles between several
sources, based on standards for learner modelirdprain ontology and a learner ontology
are used for sharing learner models. By the usgetf service technologies, user models can
be exchanged between different services by meadawaf APIs. An extensive approach for
ontology-based representation of user models has Ipeoposed by Heckmaret al. by
introducing GUMO [22], a General User Modeling Aatgy for the uniform interpretation of
distributed user models in intelligent Semantic Wathanced environments. In order to
address the problem of the uniform interpretatidndecentralized user models, a new
architecture employing UserML [20] (an XML-baseceusnodeling mark-up language) and
GUMO was presented in [21]. Tdate, GUMO seems to be the most comprehensive user
modeling ontology proposed. Such ontology may lpegented by modern Semantic Web
languages, easing this way the user model excHaatgeeen different applications.

Unified User Models Concerning the construction of unified user nisddmato &
Straccia have presented in [2] a quite abstract psefile model and discussed what
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information should be represented in a user profiith particular reference to digital
libraries. Niederéet al. have introduced in [30] their Unified User Cont&ikbdel (UUCM), a
centralized and extensible multidimensional userdehdfor aggregating the partial user
models collected by individual personalization eys$. The UUCM approach is based on a
Context Passport, able to extract and integratedtyeired user information from user models
via a Cross-System Communication Protocol (CSCREhBEpersonalization system has to
build upon its user model the UUCM structure. 18][2he same authors have suggested the
use of ontologies for the standardization of usedefts and for easing information exchange
between applications. For existing personalizaigstems, it is necessary to share common
vocabularies and ontologies and to support the C@6®col. In the effort of describing how
the identity of a person can be represented irewdifft domains and what are the processes
used for dealing and manipulating it, the Futurédehtity in the Information Society (FIDIS)
has published a technical report [16] whose aim waspresent different models of
representation (categories of attributes or datars@) of a person across different application
domains. To the same purpose, the European Teleuoivation Standards Institute (ETSI)
has published the guidelines on personalization wset profile management [13]. In this
work the issue of how users can be provided witingegrated approach to their profiles was
discussed. Over the years the same institution wasked on the development of a
standardization-based architectural framework feeruprofile management. The approach
proposed in [32] explains a solution for contexiséive automatic activation of user profiles,
while still providing the user with the option totevate profiles manually.

2.1.2Mediation-based User Modeling

Over the years, due to the great deal of syntdciiné structural differences between existing
user modeling systems, it has become clear thaelalemmg a commonly accepted full
ontology of a domain, or envisaging all possiblepmses for user modeling in all possible
contexts, do not represent feasible solutions fess:system personalization.

Mediation A possible solution consists therefore in usingdiation-based techniques,
mapping different user model representations by the ussuithible mapping rulesand/or
meta-modelsBerkovskyet al.in [5] gives a formal definition fomediationof user models as
“a process of importing the user modeling dataeotdld by other (remote) (...) systems,
integrating them and generating an integrated oextel for a specific goal within a specific
context”. It is the same author that in [4] betaplains this definitionintegrationrefers to
the set of techniques aimed at resolving inconsis¢s and heterogeneities among data;
mediation enriches in a context-aware way existisgr models in a given system by collected
data obtained from remote systems. First attempthis direction were done using multi-
agent technology at the end of 1990’s [18, 3, 7#hwthe introduction ofiecentralized user
modeling especially in the field ofibiquitous computing19]. In a distributed multi-agent
based software environment, the traditional cezgdluser model (centralized user modeling
servers [14] were initially proposed to support @dtion in networked applications: the
representation of the user model followed a pdaiccentralized schema which was known in
advance to the applications.) ceases to exist aigl fieplaced by user model fragments,
developed by the various software agents populdtiegnvironment. The challenge in such a
scenario is to go throughctive user modelingR7]: the integration of the large number of
available inconsistent user model fragments forsqealized service delivery. In such a
scenario, it becomes fundamental for each apprdacidentify which are the suitable
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matching/mapping techniquder the integration of the user model fragmentsoider to
provide a sort obn demandiser modeling.

Mediation Techniques A specific demonstration of a multi-agent basedr modeling
process is given in the work of Vassileataal. [37]. In this approach, user modeling is viewed
as a computing process over four dimensions: st#hjebjects, purposes and resources. Even
if it is not necessary to establish and maintairismhated, centralized user modeling server,
the proposed mapping techniqueatchmakinyy— where a variety of agents keep track of user
models and map help requests to possible serviméders — is based on a given domain
taxonomy (or on a “catalogue of purposes for usedeting” as they stated in their later
works). Another approach for matching user proftes been proposed by Catial. in [8].
Authors describe an algorithm based on a descniptigic based language, for matching
demands and supplies of profiles, taking into antommcompleteness of profiles and
incompatibility between demand and supply. The hiatg process is modeled as a special
reasoningservice about profiles. This approach is seemisgltable for situations where user
models operates in the same context. van der Swkuben in [35] present their Generic
User model Component (GUC): different applicatibase to subscribe to a GUC in order to
upload user data. This is possible vischemalescribing the data structure of the user models
for different applications. Data exchange betweagplieations is guaranteed via some schema

mapping based omlata reconciliation rules Authors suggest the possibility to use
different matching and merging techniques to mgutrschemas and create a merged schema
as the union of the input schemas. They also pefmsonstruct combined ontologies of the
application schemas. SUM is a multi-agent Smartr Wedel proposed by Gonzalez al. in
[17]. Each application generates several context-based maedels, one for each context.
Graph-based relationshipare used to map the context-dependent user maitelshe SUM.

In the approach proposed by Lorenz in [26, 25kailfle representation of a user is obtained
by assembling the knowledge of all the agents &alehin the current context. The basic
underlying cooperation-approach between agents aised on aninformation-exchange
protocol. However, neither the sharing policy rfar tonversion mechanisms between various
user models is practically defined, so the aimhaefse works remain essentially to provide a
well-defined conceptual basis. Mehta & Nejdl, irB]2present a methodology based on
machine learning techniquefor automatically mapping profiles. These of the same
techniques in addition talata mining techniqueso enhance the mediation process is
suggested by Berkovskst al. in [5], while in [4] the same authors suggest ithtegration
between mediation-based techniques and standaotizE#tuser modeling based on Semantic
Web technologies (WordNet [33], GUMO and UserMLheTuse of semantics is proposed
also in [10, 9]. In the first work is presentethg-based user model exchange approbased

on the idea to give to different systems the padgsibo exchange information connected
to ‘tag-enriched’ user profiles. The second appndacuses more on the taskidéntification
of the users exchanging data among systems, as@opdition for user knowledge exchange
and user data integration.
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3. G-PROFILE

The aim of G-Profe is tc provide a general-purpesand flexible user modelirsystem for
multi-application environments. Wittespect to techniques alreaoiypposed in literature, ol
approach is intended to addre

1. user profifile evolutivit via user data propagatign

2. accessibilitypased mappir (on demand).

None of these two aspects have befi ciently investigated, to our knowled in current
research. Concerning tifirst aspect, even if some techniqueddress the reconciliation
multiple user data over the time, they do not into accounthe possibility of automati
propagation of data changes anm applications. The second aspect is even less cmnesii
several ideas have be¢ developed on the way mappings between data castablished, bt
none ofthem discuss the way to map data irding to their degree of accessibil

For these reasons,-Profile does not propose neither a spieaieconciliationtechnique
able to take into account all the pode user data representations in eliéint applications, nc
a standard user prtdi mcdel. Instead, we describe an abstract aexilfle protocol able t
interact with the potentially adoptematching techniques and to take into accoun
possibility to share data aigiven level.

3.1 G-Profile-aware Applications

Figure 1 illustrates our i@: the G-Profile protmol does not impose any kind constraints on
the user model representation (in case) alreadfined by each application in
multi-application environmer
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Figure 1. Accessibili-based mapping between applications.
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In order to give to the user profile the possibiliv reflect data changes happened in the
whole system, we define some abstnaetpping functionsbased on the generic concept of
mappingbetween user data among applications (once therigemapping established via our
protocol, it is possible to use semi-automatic siasts for the generation of concrete
mappings, able to act either on structure-basedootent-based collaborative user profiles.
This aspect is out of the scope of this paper).d&fine the possibility to establish a mapping
only between information that applications and siseaint effectively share among them.

To do this, each application is able to expresasts model in conformity with a proposed
accessibility meta-classificatioof the user profile information. This accessililimeta-
classification defines twaccessibility degreegiven byeach applicationprivate data and
protecteddata. Mappings at this level can be establishéyl loetween protected data. At user
level, this category can be managed by users theessand yet again divided inprivate and
public data according to the user preferences. Consdygudre data accessibility degree can
change depending on the application and/or the oters the current user is dealing with.

Therefore, an application i$-Profile-aware if it provides a suitableapplication
programming interfac€API) to access both its user profile attributesl @ set of mapping
functions for these attributes to be used in ado#isg-based mappings assisted by G-Profile.

G-Profile is responsible for the control of mappimgtablishment and user data
propagation. It is in charge of data transmissioe security and privacy issues. In this paper,
we are interested in particular in its role in gudeeing correct user profile data modifications
propagation. For this reason, the formalizationpravide in the following section concerns
the evolutivity part of our technique, disregardsggurity and privacy aspects.

3.2 User Profile Formalization

Let A be a set of applications in a multi-applicatiorieznment. Formally,
A = {Al’AZ' ...,An]’

Each applicatio; (i € {1,...,n}) manages a s@&: user attributes. Formally,

A A A Aj
D l_{al ,a, ,...,amAi

wherem,, is the total number of attributes for the applmat;.

We assume that, for each user using the applicatiod;, each attributea, (k €
{1, ""mAi}) has a valuey, associated, forming theser profile elemerds a coupleaftribute,
valug. Formally

Aj, Aj
ek‘u" =(a,"', vg) (1)

Consequently, we define thiser profileU4:%x for each usem, in the applicatios; as
UAi,ux — {e;‘irux}

fork=1,..,my,.
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3.3 Data Mapping Formalization

According to [15], thedata mapping problentonsists in discovering effective mappings
between structured representations of data. Inrgkngiven a set obource objectsS =
{s1,s,, ..., s} and atarget objectt, if the elements of can be related through somadation

to t (S — t), we indicate this relation aa and we call itmapping functionacting on the
couple(s, t). Formally,

sSt or, simplym:S - t

Several source sef, S,, ..., S, can be related with several target objegts,, ..., t,, via
different mapping functionsy,, m,, ..., m,,. Formally

S = {5,5,, .5}, T = {t, t5, ..., t,} andM = {m,,m,,...,m,,}
Therefore, anappingM is the triple
M = (S, T,M) (2)
3.3.1Mapping between Applications

In our system, where data in each applicatigni € {1, ...,n}, are organized differently
depending on the adopted user model, the attrilmiteach applicatiod; can be permuted in

several source sefg“", 1<1< 2|DAi|, eachSlAi belonging to the source %t . Formally

st = {5711, .., 2P4l} ands; = {5, s34, S,

wheret,, is the total number of source objects for theSﬁ‘étbelonging to the applicatios;,
slAi,szA", ...,s:‘; € D4i andSlAi C D4,

In the same way, each attribute of the applicatipnan be a target object belonging to the
target sef4: of the applicatiom;, such that

A _ (LA LA A;
Tl_{tll,tzl,. t‘}

by,
wherev,, is the total number of target objects for theT&tbelonging to the applicatiaa;,
1, ¢2, ., ) € D4 andT4 c DA,

’ VAi
From (2) we define anappingM“i4/ between two application; and4;, i € {1, ...,n},
j€{1,..,n},i#j, asthe triple

MAAj = (SAi’TA]-’ MAi,A]-) ©)
where
MAA] — {m:i,Aj}
andm?i'Aj is amapping function between two applicatiassociating to each source Sﬁ"t a
target element iff/. Formally
mae SlAi >t (4)

k h
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We notice that the numbérof mapping functions iequalto the number of target objects
of T, i.e .k = 1,...,|T%|. Formally

priti| = 7]
3.3.2Building a Mapping Graph

Let us indicate wittM the set of all the mappindd“i4/, i € {1,..,n}, j € {1,..,n}, i #j.
Formally
M= {M*4ie{1,..,n},j €L, .. ,n}i+j}

It is possible to define a grapi as a combinatiorC of all the mappings in our
environment. Formally
G=C(M)

The combinatiorC corresponds to the Algorithm 1 described laterrdvigpecifically, we
define our graph as a pdir= (V, E) composed ofi] a setV of nodes (ii) a setE of directed
edgesOur graph is thereforedirected graph

We define two possible kinds of nodstribute nodesn_att andfunction nodesn_fun.
Formally

V= Vn?att u Vn?fun

. . Aj .
In particular, we represent the element§l’6‘fandth’ asn_att nodes, while the elements
Ai,Aj

m,

are represented asfun nodes. Formally

A; Aj ApAj
Sl 'E Vn_atta th € Vn_att- mk € Vn_fun

We also define a functionodeType:V — {n_att,n_fun} that retrieves the type of a
certain node.

In the same way we define a functiapplication:V, 4. — A retrieving, for a certain
attribute node, the application it belongs to.

We represent aadgebetween two nodes, andn, as(n,,n,) € E.

Remarks:
e V(ny,n,) € E = nodeType(n,) # nodeType(n,)
o if (ny,n,) €EE, (ny,n3) € E and nodeType(n,) = n_fun = application(n,) #
application(ns)

In order to construct this graph, we define théofeing algorithm.

Algorithm 1. Construction of the grap from the set of existing mappings

Input: All the mappinggM44/ € M
Output: G

1. G=9¢

2: for all M4+4/ € M do

3:  forall m:i'Aj € M*4i do

4: addmii'A" toV

5 for all s;* € ;" do
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6: if s, & V then

7 add';;i toV

8: end if

9: add(s;", m?i'Aj ) toE
10: end for

11: if t:j ¢ V then

12: addt:j toV

13: end if

14: add(m?i'Aj , t:j ) toE
15:  end for

16:end for

3.3.3Active Mapping

Let us consider two application and4;, i # j, connected via a mapping“4. Let us
Aj Uy

suppose that a modification occurs on the value, of an elemeng, "™ = (a,fi,vk). In this
scenario, the eIemem,fi'“" is represented by the source objeﬁteSAi, whereSlAi is

. . . AjAj Aj .
connected via a mapping function, "’ to an element,’. For this reason, for abuse of
terminology, in the rest of this section we willyghat a modification occurs (xji.

It is our idea that the modification csﬁ" will be propagated — via G-Profile —tﬁ" only if
certainconditionsimposed by the applicatia; hold. To do this, every time a modification

A.
takes place os, ", a set
A

@ =@ @@ @F @3}

of propagation attributes connected tas’t, is transmitted to G-Profile. This set contains
always the identification of the applicatiod; at the origin of the modification. This
information is detained by the attribute denoted(a@¥’, that we will callorigin of the
modification In the same way, the set always contains dbeolute modification time
attribute, denoted a&r)t. It represents the instant (in absolute terms)reihethe original
modification occurs.

Each application; defines, for each of its target elemeaﬁﬁ a set

i
)

A A A A
K)'n = {(K)lh ()" ,...,(K)n’;h}
j
of propagation conditionsEach propagation conditio(nc)ff is aboolean predicatavhich
h

A;
can be based on the £AD591 or directly on4;’s protocols.

Example 1.A modification takes place from the applicatiépon a source objeq41 € SlAl.
The ‘origin of the modification’ attributg(a)® = A, is passed to G-Profile. The target
applicationd, can decide to evaluate two conditions in ordeadcept the propagation of the
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Az
modification. The first conditio@c)i1 is a boolean predicate based on the attrifwjé, i.e.,
A

2 Az
(K)il = distance inG from (a)° < 2 nodesThe second conditio@c)g1 is independent from
the propagation attribute passed framto G-Profile. It is a boolean predicate of thenfor

Az
(K);l =time past between subsequent modificatigrns

This way, we can define a boolean function thatwilecall mapping activation functiofi
A .

. thj t;‘] t;‘j
acting on(x)," , (x)," , ..., (")nfh' formally
A A A
raow) = f((rc)lh 00 (">n’ih> > 0,1}
. . . Aj . AjA; .
enabling the propagation of a changesﬁhto t,” usingm, " if

f ((K)ih]’ (K);h]’ s (K);ht;> =

Procedure
- A modification occurs os;" € 5;*;
*  G-Profile is notified thas;i has been modified and it gets the new value assatio
s;i, together with the propagation attributes;
»  G-Profile verifies the mapping function establisfmdsgAi and finds the corresponding
t:j :
» G-Profile asks the applicatioA; for complementary data if the target objef:’t is
involved in a matching function needing additiodata;
+ once all the needed source data are available o@ePgends to the applicatioty: (i)

the modification orsgf, (if) possible additional data necessary to the mappimgfion
involving s;i and th’, (iii) the list of propagation attributes given by thmurse
application4;;

+ once the applicatiod; receives this information from G-Profild; will use them in
order to evaluate the conditions that will effeetiv permit to propagate the

i . Aj Aj
modification ons* to t,’.
3.3.4Recursive Active Mapping

As we have seen before, a modification can be gatead betweetwo applications: fromy;
to 4; if they are connected via a mappiMg'4/. But the target elememfj € A; can, in turn,
be the source objecst;j € SlAj of a mapping functiomn®"%/’, j # j, connectingSlAj to
A
th" € Ay, and so on. A modification occurred dpcan, this way, propagate between several

applications A;, Aj, Ajrr, ..., Aj-r. In this kind of scenario, two aspects need padic

attention, notablyi] cyclesand (i) parallelism
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Concerning the fst aspect, how to prevecyclical data propagatiornin the presence for
example of i) symmetrical orii) cyclical mappings? (E.g.i)(4; is mapped t; and4; is, in
turn, mapped back t4;; (i) 4; is mapped ta4;, 4; is mapped tod, and 4; is, in turn,
mapped back td; or to 4;).

Having established thi(a)° is a mandatory attribute to propagate ' the modification
itself, we automatically prevent this kind of sition. Theorigin of the mocfication does not
change during the recursive propaga It contains always the application that started
propagation, i.e.4;. Foi this reason, between the propagation conditionsjmveduce the
mandatory presena#f a condition(x)° that checks the value of tlfe)° attribute. Thi way,
we automatically stop the propagation when thegiaagplication has, (a)° value, the same
(a)° value detained by the source applicati(a)? = 4; in the case of our exampl
Concerning the second aspect, problems are comhésta correcimodification orderin.
How to prevent, for example, that two mfications originatingfrom two dfferent source
objects occur simultaneously on the same t object? For each modifation, we dfine a
separatepropagation sequen starting when the original modifition takes place ar

Aj Aj Aj
stopping at the fst targe application for whichf ((;c)ih ,(;c);h (K);hth> = 0. This way,

it is impossibleto have two mofications on the same target object in the same
In addition to this, let us consider the followirsgenario. Let ussuppose th: two
applicationsA4; and A, are mapped to an applicatieh) . Is it possible t prevent that a

modification (acting ors;,", propagating t(t:j), occurred at the time+ 1, be replaced at tf

time t + § by a modiication (acting ons i, propagating t(r:j) occurred at timet? This
g
might happen due d#fences in pa length between source and target applications (Eigy

The introduction ofhe (a)* attribute as mandatty in our propagation attribute set, permit
synchronize data propagation avoiding drawbacksected to parallelist

i Af i A;
Sy ty sy t/
s t+1 A

g g
t t+6

Figure 2.Data propagation drawbacks connected to parallelism

3.4 A Concrete Example

In this Section we briey illustrate an example clarifying the use ofR&file in a multi-
application environment. Let us considhe following four applicationsd, = Facebook4, =
Windows Live,A; = Amazon anc4, = eBay. Eaclapplication detains spdic attributes (we
have extracted for each applica the most significant ones).

We developed a test environment to illustrate hppliaations carestablis| partnerships
between them. We assume that, for each applicadome possib mapping function:
associated to data are already registerec-Profile. Foreach couple of applicatio (4;, 4;),
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i # j, their administrators gain accessAtoand4; in order to concretely relate a source set in
A; to a target object if; via a specific chosen mapping function.

Figure 3 illustrates the example of the choice lvd mapping functiordirectCopy
(between a list of predefined mapping functionslatieg the attributeshirthday € A,
(Facebook) andirth_date € A, (Windows Live). It is possible, depending on thedlved
attributes, to choose other kinds of mapping fumdj acting differently depending on the
structural and semantical properties of the attebithemselves (e.g., the mapping function
append between the attributesnployer andcompany).

APP. Al (SOURCE) APP. A2 (TARGET APP. A1l (SOURCE APP. A2 (TARGET
birthday birth_date - birthday @ birth_date
homeatown hometown hometown homeatown
employer company employer company
MAPPING FUNCTIONS CTIO
directCopy append Submit Submit
MAPPINGID ATTH ATTZ2 FUHCTIOMN MAPPINGID ATTH ATT2 FUNCTIOHN
birthday | birth_date directCopy lﬂ

Figure 3. Choice of théirectCopy mapping function betweety andA4,.

Figure 4 better explains the possibility to choadéerent mapping functions between
different attributes. It shows the result of thelagation of our technique in the definition of
mappings between the four applications in the ciregample. As we can see, applications in
the graph are connected via mapping functions. Haapping function is denoted by the
name of the target application detaining it, folemvby the name of the target attribute
involved in the mapping and by the name of the nmapfunction acting on the attribute. E.g.,
AMAZON: first name: concat andAMAZON: last name: concat for the mapping functions
connecting the attributd MAZON: full_ name with the attributes* ACEBOOK: first_name
andFACEBOOK: last_name.
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FACEBOOK relationship_status AMAZON full_name
FACEBOOK birthday 4

L AMAZON:fir§t nageconcat
FACEBOOK:hometown | FACEBOOK:gender ® AMAZON:interests

e
Y AMAZON: migdly hrame-concat

& ~ s

3 FACEE?’OK:ﬂrstiname Wt/VDOWS_LNg'si:mama directCopy ¥

1 1 o AMAZON:in_my_own_words
WINDOWS. LIVE refafionghip_sfatus direciCopy FACEBOQK middle_name AMA@!asr_name.cuncat
N =

¥ Y # ;

g’m MNDows_uv&@whday.mrecrcm ]
WINDOWS_LIVE frometown:direciCopy % Y a

Avwmowsyv(’égendsr NirsctCopy_ Y PACEBGOK Qutriamg.

_»
X L
. \ WINDOWS. LIVE f)st_nérmeconcat @ WINDOWS_LIVE rn_:ﬁyf_/gwn_wwds directBopy

¥ ] Y FACEBOOKASLNGME o 36rcin oy (o wordglairsciCopl)
WINDOWS_LIVE:hometown O WINDOWS,_ LIVE(migdle_name cantat b 25 ks i i
D FACEBOOK;bio - FACEBOOK s pntsiappend  AMAZBNwhisn_list_and registries
vl
WINDOWS_LIVE(gender (T FACEBOOK oghifjbutionappend

¥ WINDOWS_LIVE:first_namme EBAY-whish—iist_gnd\registries append
WINDOWS_LIVE relationship_status _ L 7; ) ist_aodjreg) op
7 WﬂNDows_uy.?@ rests:directCopy FACEBOOK evamsmcsa OP@ e
N~
A

WINDOWS._Li @zptoyer append
y

AMAZON:contribution
AMAZQON:address

ish_lisgpublishy

WINDOWS_LIVE birth_date
= EBAY: adég}s mapAddress

WINDOWS_LIVE last_name

= -
 FACEEOOKwal Fﬁc@?ox-reedbacks-pemnsh

WINDOWS_LIVE interests )
EBAYawhish_list

FACEBOOK:employer X

WINDOWS_LIVE:more_about_you
]
EBAY:primary_shipping_address

WINDOWS_LIVE:company
EBAY:feedbacks

Figure 4. The graph representation of mappings émtvepplications.

Once obtained the mapping functions graph, it issfide to propagate modifications on
user data among applications. Due to the importarfiddis aspect in our technique, more
detailed examples will be given in the next seqtalso providing the evaluation of our work.

4. EVALUATION

In this section we describe the prototype we hawelémented and the obtained results. We
evaluate the advantages of using G-Profile in wlsgta propagation in terms ofumber of
incoherenciesgenerated by user data changes in a multi-apjgitatnvironment. Each
modification of an attribute produces, over theetnpossible incoherencies in user data
belonging to other applications referring to thedified user data. As we have explained at
the beginning of the paper, each user managesetitfeiser profiles in different applications
and she usually manually modifies the same datéfi@rent applications. Before the user has
updated all her data, they remain inconsistentafaertain period of time. We demonstrate
that, given the same period of time, the use ofrile leads to a smaller number of
incoherencies in the environment. A modificatiomegmted on a user data on an application is
automatically propagated to the “connected” uséa dznaged by other applications.

4.1 Mapping Graph Generation

For the mapping graph generation phase, our ppmotg based on the definition of
applications attributesandmappingsbetween them. Our API has been developed in Jada a
the generation of these objects has been done atitaity. We leave open the possibility to
act onapplicationCount: thenumber of applicationm the system andor each application

*  minAttributeCount: theminimum number of attributes

*  maxAttributeCount: themaximum number of attributes

* minTargetAttributeCount: theminimum number of target attributes

* maxTargetAttributeCount: themaximum number of target attributes
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*  minAppToMapWithCount: theminimum number of applications to map with
*  maxAppToMapWithCount: themaximum number of applications to map with

This way, each application manages a different rarnd attributes. Furthermore, each

application establishes mappings with a differeamber of applications and a different
number of attributes is mapped depending on theifspapplication.
For the sake of simplicity, we consider for the nemtnonly 1:1 mappings. A mapping is
established between two attributes belonging to different applications. We suppose that
mappings are possible only between semanticallgtadl data (e.g., a “postal code” in an
application can be mapped to the “zip code” in haobne).

We represent our attributes as vertexes of a graphllustrated in Section 3.3.2. We
indicate each vertex with the lett&r, followed by the attribute progressive identifioat
number and théD of the application detaining it (e.g., the secatttibute of the application
1, will be denoted ag2(1)).

A mapping between two attributes is establishedavimapping function, represented as a
function node in the graph. Each function nodeasaled by the letterBN followed by a
progressivdD assigned by the system.

Figure 5 illustrates the graph obtained with thdofeing parametersapplication-
Count: 10, minAttributeCount: 5, maxAttributeCount: 10, minTargetAttributeCount
:3, maxTargetAttributeCount: 6, minAppToMapWithCount: 3, maxAppToMapWith-
Count: 6.

.= .« _ 1: attributes of the 9FN: mapping functions of the Application(9)
ST ey @""”’ “~_ Application(1) p
; vig) | “, FNg9
i " i o S 9: attributes of the
X VB(1)  vo(1 1 . \
;! é’ va @ @;; @\5\ \‘( FNoB ~~ __Application(9)
4 - , ‘\~.:/ = - * : i
,ovam @ I A “~ “\ ~
. ! i .‘ \| 4 E e & \.\ tenos [ \M(Q; T,
i = T T Y — N ) T
V(1) Vo A\ A N o \\\ b, vu(s) . N
& - \ \ f 4] FN101 T ]
- & . i ; i X : ]

\»

| ers/ FN106 //

/FNWU?

FN104

FN105

Figure 5. Mapping graph. The diameters of the gedupodes represents the cardinality of the groups.
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For the sake of legibility, vertexes and functioodaes have been regrouped based on
applications. Only the attributes belonging to &atlons 1 and 9, and the mapping functions
belonging to the application 9 have been expanded.

4.2 Data Propagation Evaluation

Once the mapping graph has been generated, wetiedfgcevaluate the impact of data
propagation in a multi-application system. Our aa#ibn is based on the concept of
modificationsoccurring eactperiod of timeon certainattributesin the system in a given
discrete time For the sake of simplicity,user data anonymizationhas been e
effectuated. Not considering the presence of ushyes not affect, for the specific
implementation, the results of the evaluation.

G-Profile and non-G-Profile Simulated Behavior More specifically, we simulate G-
Profile and a non-G-Profile behaviors over a setpglications. In both cases random attribute
node modifications occur over a given time. We siggpthat the attributes that are directly or
indirectly mapped, according to G-Profile, with nifatl ones become incoherent. In the case
of the G-Profile-aware simulation, at each cyclepr@pagate the modifications to the directly

mapped attributes making them coherent. If no mappimong attributes is provided (i.e.,
the non-G-Profile-aware simulation), we set randopdates of the incoherent nodes,
representing the manual change of these attrilnwgsthe time. The parameters we can act on
are:

* modificationCount: the number of modificationgaking place eacodification

time period

e interModCycleCount: theduration of the modification time periad terms of cycles

(each modification time period can last one or noyes);

e timeStampCount: theduration of the simulatian

4.2.1Tuning Parameters

Poisson Distribution In order to be more realistic, the number of mdifons can be
Ake—k

updated at each modification time period followmgoisson distributionf(k, 1) =
k!

We can act on thpoissonMean parameter representirige 4 property of the distribution.
This way, we represents the fact thlhé numberof modifications in a system varies in
intensity during the time.

Even the duration of the modification time peri@hde updated afterach modification
time period following a Poisson distribution. Thewalved parameter is called
cyclePoissonMean. In this case, we represent the fact thatfteguencyof modifications
varies in intensity during the time.

Zipf's Law  Within the chosen number of modifications inigeg modification time period,
it is possible to choose the attributes to modifainon-random way, accordingly to thipf's
law. In probability theory and statistics, it refeosat class ofliscrete probability distributions
The Zipf's law assigns, over of a populationnoélements, a probability proportional 1gr®
(s being the exponent characterizing the distribytit;m elements of rank < n and zero

otherwise, withnormalization factorH,, = »7'_; 1/r°, then-th harmonic numberFormally,

S
f(r;s,n) = ZTILTWS This law is used to describe phenomena where levgnts are rare, but
1

T=

small ones quite common. In our evaluation, weZipés law to describe the fact thalarge
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number of attributes nodes is modified onbccasionally whilst few attribute nodes are
modified frequently[1]. We can act on theipfSkew parameter, corresponding to thealue.

4.2.2Setting Parameters

Concerning the generation of the mapping graph,evafuation in terms of incoherencies is
based on the following parameterapplicationCount: 500, minAttributeCount: 10,
maxAttributeCount: 20, minTargetAttributeCount: 8, maxTargetAttributeCount: 12,
minAppToMapW ithCount: 10, maxAppToMapWithCount: 20.

Concerning the propagation phase, parameters areasefollows: modification-
Count: 10, interModCycleCount: 5, timeStampCount: 100.

Figure 6 shows the positive effects of the use -¢fr@Gfile in the lowering of the number of
potential incoherencies in a multi-application eomiment due to modifications in user
profiles over a period of time. In particular, ia) (we show the effects of G-Profile with
poissonMean = 10.0 and zipfSkew = 0.5. In (b) we set a higher duration for the
modification time periodinterModCycleCount = 10. In (c) we vary the duration of each
modification time period settingcyclePoissonMean = 10. Figure 6 ¢) shows the
superposition of the previous ones.

000 70000
Number of Number of
incoherent attributes incoherent attributes

iodBetweenModificationsDuration =10 === Unmapped

(a) 1=10.0,2ipfSkew =0.5  +wser Unmapped (b)

o000 Toua
Number of Number of
incoherent attributes

incoherent attributes

- NN NNV

G-Profile (¢}~ Unmapped (c}

{c) G-Profile: cyclePoissonMean = 10.0 i unma;;nen (d) =—G-Profile(a) s
Figure 6. Data propagation effects with and withGeRrofile.

In all the configurations, emerges that using GfiRrolead to a quasi-complete
incoherence zeroing depending on theerModCycleCount value chosen. A bigger value
allows to have a lower value of incoherencies and versa.

In particular, independently from the chosen doratf the modification time period, G-
Profile shows, applied to the specific simulatiamumber i of incoherencies always 0<i<700,
while in non-G-Profile environment, the numbermédherencies is continuously growing.
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5. CONCLUSIONS

In recent years, several approaches have beengmo o different fields to solve the problem
of multi-application personalization. The focugiadually shifted from the model itself to the
process of modeling. Due to the great deal of sfit@ and structural differences between
existing user modeling systems, developing a contynaccepted full ontology of a domain,
or envisaging all possible purposes for user madeh all possible contexts, definitely do not
represent feasible solutions for multi-applicatp@rsonalization.

G-Profile aims to be a flexible multi-applicatioser modeling system, able to address
typical problems of collaborative distributed ewviments and in particular to guarantee
evolutivity and security and privacy issues in riafiplication personalization, aspects that
have not been sufficiently considered up to now.

In this paper we have illustrated our techniqueahwwiarticular reference to the process of
user profile data propagation. We have shown that technique leads to improve the
efficiency in the management of user profiles, bwéring the number of incoherencies of
user data in multi-application environments.

Our aim for the future is to complete our work Igproving our prototype application in
order to provide a complete evaluation or our waking into account cost models, based on
different kinds of data incoherencies); taking iatcount the user in the different phases of
mapping establishment, data propagation, evaluatigroducing the formalization and the
methodology for taking into account security aniygey issues and users’ expectations.
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