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ABSTRACT

In the context of Information System Security aedwsity in general, Social Engineering (SE) attacks
exploit vulnerabilities that are based on principdé human psychology. The attackers who emploh suc
methods are identified as “Social Engineers”. Injanction with loopholes in the security structafe

the organisation, SE attacks can yield resultswhatld be difficult, if not impossible, to obtaihrough

the use of purely technical hacking methods. Asdfticks are based on deception, they are very
difficult to categorise. Hence, designing counteamges for them is even more difficult and as steh,
this day, provisions present in current securigndards and best practices against SE methods are
limited, indirect and rather inadequate. Thus, aemfandamental approach is called for, if effective
defense methods are to be devised.

The current analysis of the psychological aspet®&Eoforms part of a larger effort to identify thisks
emerging from the largely non-technical issuesnédimation Security (IS) and devise methods foirthe
mitigation. To this end, the notion of thewall is introduced.
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1. INTRODUCTION

The study of Social Engineering (SE) methods ofrafi@n, shows that a strong element of
psychological manipulation and exploitation is af@gresent in all of the SE attacks that
require some form of contact between the Socialifte®y who is carrying out the attack and
his/her target or “Mark” (Bernz, ¢.2000, Mitnick &imon, 2002). (The term “Social
Engineer” identifies any attacker who employs SEhmés while the term “Mark” is used in
SE discussions to denote any person targeted loyci@lSEngineer, but not necessarily one
that actually becomes a victim).

The aim of this paper is to provide a better undeding of the issues involved in SE
attack methodology and to propose better defergaiast SE.

Section two discusses the psychology behind SEkattand attempts to identify the
psychological principles on which the methods asthhiques of the said attacks are based
and the way that these are applied to the fiel&of

In section three, psychological countermeasuresdiiga to appropriate defense
mechanisms are examined in an effort to providdrotnfor SE vulnerabilities. The concept
of the “P-wall” is introduced as well as possible mechanisonsupport it.

Section four concludes the paper.

2. PSYCHOLOGICAL TECHNIQUES EMPLOYED BY SOCIAL
ENGINEERS

The first crucial step in creating defenses is deniify the nature of the threat and the
vulnerabilities it attempts to exploit. This secti@xamines psychological tactics such as
persuasion and influence techniques used to comgeanformation security.

2.1 Persuasion through Applied Psychology - Variatins on an Old
Theme

Even though the object of this work is SE methodpl@and its relation to information
systems, the methods and attacks used today inuterelated crime, are far from new.
They have been in use for at least the past 5G yesing the communication media available
at the time. For example, telemarketing using tedeye calls has been thriving in the U.S..
Although telemarketing can be (and has been) usedhys ranging from legal to undeniably
illegal, it is always based on the power of permrathe telemarketer has over the prospective
client/victim. On the other hand, it has alwaysrbaegeneral truth that a good salesman can
sell anything. The salesman's abilities are noeddpnt on the merchandise. Again it is the
power of persuasion that comes into play. Corstartiave been thriving since the dawn of
mankind using their power to influence other peopleliticians and cult leaders have been
doing the same thing for thousands of years. Iofathe above cases there is a common factor
in the methods used: the exploitation of humanneatnfluence and persuasion methods have
been successful because they exploit the same pagperty: human psychology. Thus, the
bottom line is that although technology evolves pralides societies with different channels
of communication, the basic human psychologicalattaristics have remained the same as
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they have been for centuries. Hence, modern Skkattare based on those unchanging
psychological traits that are governed by the essence of human nature.

2.2 The Psychology of Physical Attacks

Physical presence on the site under attack isabtlie least attractive method for the Social
Engineer. However, there are cases that this cd®atoided. The main modus operandi of a
Social Engineer (usually through impersonationpilend in with the surroundings and use
such psychological manipulation techniques thanaessary for achieving his/her goal.

Carefully orchestrated gestures, facial grimaces lody language are essential before
even “first contact" is made. For example, in ortterfollow an organisation's employee
through security-controlled gates successfullye@nhique known as “tail-gating”), the Social
Engineer must have the right timing but also tightriattitude towards both the person being
followed in, as well as the security guard who rhaypresent. Exploiting the natural tendency
of people to be nice or the equally normal posifive-disposition towards handsome people
of the opposite sex, the Social Engineer can gmg Way. Porting him/herself with the air of
authority or, at least, ease, the Social Engine#r surpass most first-contact checks and
exploit those mental shortcuts that will allow hive¥ to move around the target premises
unchallenged. If challenged, the Social Enginedl hidve to be prepared to provide some
information (obtained in the earlier phases of #teck) that will back up or explain the
reasons for his/her presence on the premises.

There are at least three techniques that can lk effieiently by the Social Engineer in
physical attacks:

Exploitation of the human tendency to be helpful. A Social Engineer impersonating an
employee in a hurry for a meeting who is also dagya large load, may pretend to be
fumbling for his/her badge or authentication tokehile the security officer instinctively
rushes to his/her help. Another, pretending to beparier for a large company holding a
number of boxes, may ask for someone to "holddbat" for him to pass through etc. In most
cases, simply because everyone is conditionedféo thieir help to fellow people in need, this
conditioned response overrides the call of reaban dictates to carry on with the security
check, with obvious results.

False appeal to authority. All hierarchical structures are based on the @itth of higher
level personnel upon lower level personnel. Unfoately, this authority, although originally
delegated in order to make the function of thecstme possible, is frequently abused in order
to be treated differently from anyone else. FretjyedlP members of staff will try to "pull
rank" in order not to have to wait in line to betranticated or, even worse, to be allowed
access when they have forgotten their authenticatken (ID card, smart card etc). The
lower-ranking personnel responsible for securitga@nts of entry etc, will usually succumb to
the minimal of pressure because they are not wiltm challenge someone who could get
displeased with their "overzealous" behaviour afféicatheir own standing in the structure.
This situation clearly presents an oxymoron sirmeer-level personnel who are responsible
for security and perform prescribed procedures arly doing what is required of them
according to their job description, and should kmpraised for that, instead of being
reprimanded. Such a situation can be exploited b$oaial Engineer who can either
impersonate someone with authority, or claim t@ting for, or on behalf of, such a person.
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Exploitation of "Low Involvement" personnel. Harl (1997) introduces the idea of
"Involvement" as a contributing factor to the sugxcéor not) of a SE attack. People who are
highly involved in the system that the Social Erginis trying to compromise (such as
administrators, computer security officers, computrhnicians and users who are well
accustomed to the use of the system) have to hemggsarguments presented to them by the
attacker in order to be persuaded. Weak argumentsavarning signs to them and may bring
the attack to an early and unsuccessful end. ©mwrdhtrary, night-shift guards, cleaners, and
even office-hours receptionists are classed as "Lowlvement" employees because they
have very low interest in what a Social Engineely matually ask them to do and weak
arguments may actually prove very successful widnt as shown by Mitnick and Simon
(2002, pp. 150-155). In this fashion, a membehefdleaning staff may be persuaded to allow
a Social Engineer after-hour access to a siteroaruerrand for him/her that could provide the
Social Engineer with essential information for amaek. Furthermore, a receptionist (a
position that requires the employee to be partibplaourteous, polite and helpful) may
unwittingly provide the attacking Social Engineeithacritical information or even access to
restricted areas after some careful manipulatioitnjtk & Simon, 2002, p.162).

In all cases, a physical attack on the target psesniequires meticulous preparation. It also
demands the attacker to acquire a state of eleystgrhological resilience that is necessary to
withstand the pressure inherent to such an attemspivell as the special ability to constantly
monitor and actively manipulate the psychologidatiuss of the potential challenger to allow
the planned attack to unfold. All of the above ot always possible, hence the attacker must
also have an escape plan from the premises inthaggs do not turn out as expected. It can
thus be argued that strict physical security at ehtances as well as at the exits of the
premises may constitute an effective measure tawvhetter control of SE attacks at the
physical level.

2.3 Persuasion Tactics

SE attacks eventually have to employ persuasidicsain order to achieve the desired result.
There are two routes to persuasion: Bieect or Central Route and thePeripheral Route
(Rusch, ca 1999).

The Direct Route is systematic and uses logicauraents in order to stimulate a
favourable response from the person being persuaded or prompt this person to take the
action desired by the persuader. This techniquenfavourable to SE tactics because there
simply is no logic behind a request to reveal gamsinformation to unauthorised persons.

The Peripheral Route is the tool preferred by Sd€rsgineers who invariably use this
technique to misrepresent their objectives. Meastalrtcuts, peripheral cues and distraction
techniques are applied in order to trigger acceggavithout thinking and reasoning.

In psychological terms, such persuasion can nablosidered equivalent to brainwashing.
However, strictly speaking, it still is a form ofamipulation of a human's mind by another
individual in an attempt to achieve an opinion shifithout the manipulated person being
aware of what caused his/her opinion shift (Sutpmef). Sutphen, in the same article, also
argues that the basis of persuasion is always tesacone's "Right Brain". In an
oversimplified attempt to explore the mechanismpersuasion, it is stated that while the left
half of the human brain is responsible for analgsid logic, the right half is responsible for
creativity and imagination. Thus, persuasion teghes attempt to distract and keep busy the
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left half of the brain in an effort to find a shout to accessing the right half. An example of
such a technique would be to present the Mark atlarguably dangerous situation that needs
to be analysed and assessed by the left half dirdia. This leaves the task of simultaneously
processing the main request (that could lead taltbelosure of sensitive information) to the
right half of the brain, which is more prone to gweggestion that it would be "ok" to comply
with this request. As an example, a Social Engipasing as an bank IT staff member could
call a Mark in the middle of the night and statattbhnusual activity is being monitored with
respect to the Mark's account, with sums of mormtioually being transferred out of the
account. The Social Engineer could then offer tp hreverse the transfers and block the
account if only the Mark gave him/her the passwwogdded to access the account. At the same
time the Social Engineer does not forget to sta#t it would be irregular to do so and that
he/she "is risking his/her job by doing that". V¢hith a state of shock and confusion, the Mark
could conceivably fall for such an attack.

Guidelines, for aspiring Social Engineers are piesliby Bernz (ca 2000) in the form of a
tutorial. Tips and tricks of the trade are gived atthough this text will definitely not win any
literary competitions, it does drive its main psinbome rather successfully. Many SE
techniques are discussed and almost all of thembased on the application of practical
psychology methods in order to persuade the Marklease sensitive information.

In Grangers' commentary of the above reference ngga 2001) there are several
persuasion tactics identified:

Impersonation. This technique can be applied over the phonenoa physical attack.
Depending on the type of Mark, different approaches be taken. Usual roles for
impersonation over the phone include an admintstrat technician from the company's IT
department calling a user, a distressed user gattie company help desk, an executive
requesting information or a trusted third partykdlithe president's secretary) requesting
information for the president etc. In physical ek the role faked is usually that of an
employee, of a person of authority within the ofigation or a person acting on behalf of one,
a repairman urgently called in to fix a problem, edernal IT technician paying a support
visit, a delivery person delivering urgent, impaittar bulky items etc. A good impersonation
act combined with other techniques can prove veriftil for the attacker.

Ingratiation. If the Mark of the attack is given a good oppoity to gain favour with or
be favourably accepted by persons of power withi@ érganisation, he/she will be more
willing to go the extra length and do something the/she is not really supposed to be doing.
A Social Engineer posing as a person of importameze a lot to gain by exploiting this
principle. If one also considers the opposite sifithe coin, which is the fear of the Mark that
the person of power asking for the favour will begarbouring ill feelings for him/her if the
request is not granted, it is made even more okvibat the Mark will fairly easily succumb
to the Social Engineer's request.

Conformity. No one likes to be different than everybody elsdhés could make him/her
look out-of-place or even obnoxious. The attaclkeaitalises on this concept by offering to the
Mark those mental shortcuts that justify actionat ttvould seem unreasonable at first. The
attacker will let the Mark know that what is beingquested of him/her, has already been
provided by the Mark's peers or even superiors. fieatal shortcut in this case is that if
everybody else is doing it, it must be the rightghto do. This information, however, has not
been independently acquired and verified by thelkiMbart it is the product of, usually, indirect
hinting on the part of the attacker. A simple, dirstatement like: "I have already obtained
such information from your colleagues, why don'tiygive it to me also?" will probably raise
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an alarm in the Mark's mind. If however this infation is indirectly allowed to surface in a
way such as: "When | was talking about the samgestubo Ms. Smith (the Mark's superior)
she let me understand that...", the Mark will feelrenat ease and will be more willing to
accept that by releasing he requested pieces ofniaition, he/she is only doing what
everybody else has already done.

Diffusion of Responsibility. The attacking Social Engineer will, as a mattecaurse, ask
for sensitive information or require the Mark torfoem some kind of action. The Mark will
almost certainly hesitate due to the nature ofréligiest, in part because of the responsibility
that the Mark feels he/she has to protect the inédion and/or to uphold certain rules and
regulations by not taking the requested action. @hallenge for the Social Engineer is to
alleviate that burden in order to make the Markl fe@mfortable with the situation and
proceed as it is requested of him/her. The teclasiqpf diffusing the responsibility include
elements of the Conformity technique discussed @pas well as tactics based on what the
psychological effect of who the Social Engineert@nds to be with respect to the Mark's
position in the hierarchy. If the Mark is convincéuht he/she is conversing with the IT
manager or one of his/her superiors, the Mark flesis stressed talking about sensitive pieces
of data. If the Mark also feels that he/she is danothing significantly different than what
peers and colleagues are doing, the personal podioresponsibility that the Mark has,
suddenly feels as less of a burden.

Friendliness. Although friendliness and saying "please” andatith you" with a smile,
does not suffice for a successful SE attack, irie important component that must not be
overlooked. The Mark not only wants to believe pegson on the phone and wants to help
out, but, also, it is always more difficult to bgc&ptical" or "obnoxious" enough to decide to
challenge the caller if the caller is really pgliteitgoing and open-hearted. ("If the caller is all
of the above, then he/she must be a good guy/giBVen friendliness though has its limits
and a good Social Engineer always knows how tdbrobme unnaturally friendly and when
to stop extracting information. Stopping at thehtigime and perhaps "leaving a door open"
for use at a later time is always a good practioénd SE attacks. This also forms the basis of
a relation-building technique employed by Sociagrers where initial contacts are always
friendly and not overly demanding, so that trusgradually built. This attack culminates
when the Social Engineer has become enough of angspal” with the Mark and is being
trusted enough to ask the really important questibat are answered by the Mark without a
hint of hesitation.

In addition to the above tactics, Makosky (1985)grsts the following three persuasion
techniques:

Appeal to or creation of needs according to Maslow's hierarchy of needs (Maslb987):
Physiological, Safety, Love and Belonging, Esteamq Self-actualisation). The attacking
Social Engineer will address as many types of thelkd needs as possible. Flattery may
appeal to the Mark's need for Love and Belongini will boost the Esteem factor. An urgent
phonecall, in the middle of the night, warning wipending financial loss as a consequence of
account compromise will definitely strike againketMark's need for safety, forcing the
person under attack to take action while under lstmocconfusion. Similarly, a request made
on behalf of a potentially very angry supervisorworse, employer, will immediately hit on
the Mark's physiological needs, as the potentiad oéprimand that could eventually lead to
job loss, automatically increases.

Social and prestige suggestion. While social suggestion is almost identical tee th
Conformity tactic already mentioned, prestige sstige has to do with a well-known,
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respected person or a person of authority makimgcammendation or request. Common
usage of this technique is made by Social Enginedrs frequently use the names of
respected individuals who are well-known to the Kam the "name-dropping" phases of their
attack. In the SE scenario, the request does roalac have to come from the well-known
individual, it suffices to just let subtle hintsriace, suggesting that the respected individual
has already complied or is in agreement with tlgeiest being presented to the Mark.

Use of loaded words and images. A word used in the right context can have an etqe
positive or negative effect. For example, a sergegufrased as "can you fetch that document
for me" instead of "can you find/bring that documésr me" will almost certainly have a
negative effect on the Mark on the receiving endhat request. This will put the Mark in a
rather defensive state of semi-confusion that cdétp in making him/her more open to
suggestion. To make the situation even worse ferMark, any further suggestion aimed
towards the visualisation of an angry boss or aratimpleasant situation, could aggravate the
Mark's state of confusion and the vicious cycld wintinue at the Mark's expense. Hence,
even though it might seem as an awkward notioirstt &n attacker may indeed choose to use
a negatively loaded word such as “fetch” in oraeeffectively manipulate his Mark.

Finally, Cialdini (2001) presents another persuadiechnique with instant persuasion
results:

Providing a reason. As described by the author, the desired effeobisined through the
use of the word "because". i.e. simply providingeason -any reason- for making a request.
Cialdini describes an experiment performed by avhlar researcher named Ellen Langer who
kept trying to bypass the lines at the photocopiechine by phrasing her request in three
different ways. The first version was: "Excuse rhbave five pages. May | use the Xerox
machine because I'm in a rush?" A legitimate reasmmgiven for this request and the request
was successful 94% of the time. In the second wersio reason was given: "Excuse me, |
have five pages. May | use the Xerox machine?"s Téguest was only successful 60% of the
time. One could assume that giving additional infation that justifies the request in the form
of a reason for it, was responsible for the différsuccess rates. However, the third request
formulation was: "Excuse me, | have five pages. Mage the Xerox machine because | have
to make some copies?" This version of the requastahsuccess rate of 93%. Clearly enough,
neither a real reason was given nor additionalrmédion presented that justified the request.
The "reason” given was simply a statement of tlaabtly obvious. It is concluded that the
presence of the word "because" was responsiblgifgyering the effect of what Cialdini calls
"Human Automaticity". The mere use of the word "ese" was sufficient to extract a
positive response from people and it did not evatten that there was no substantial reason
given. In practical terms, this indeed was "instaetsuasion". It is also a trick that leaves the
victims of SE attacks wandering "what just happé&hed

2.4 Influence Techniques

Cialdini (2001) identifies six fundamental psychgiltal principles: reciprocation,
consistency, social proof, liking, authority andamity. As these principles direct human
behaviour, they effectively give rise to influeneehniques that are being efficiently put to
use by tompliance practitioners' to power their tactics. (The term "complianceqtitéoners"

is used by Cialdini to generally identify those pleowho try to make others comply with their
wishes. Clearly, Social Engineers form a subséhisfgroup)..
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Reciprocation. One of the basic principles of human societyhiat tif someone gives
something to someone else, then the right thingHerrecipient to do is to somehow return
the favour. This stems from the reciprocal natufehwman society and goes back to the
formation of the first human groups. The membertho$e groups had to share food and skills
in order to survive. These basic principles evolwetd the interdependencies of modern
societies. Clearly, the action of giving and theqpexting something in return, on average,
characterises all humans. The ways that this pl@can be exploited by Social Engineers are
many and range from the basic to the really inteicaFree" offers on the Internet are very
common. Most of the time, offers such as screemsamebackground images are given away
with the sole intention of persuading the recipiemtregister an email address in order to
receive the free offer. At its most innocent folmsttechnique is used to build up an e-mailing
list to be used for promotional material or, worgebe sold to others for the same use. Apart
from the resulting spam mail flooding one's inbthis type of attack is not a security threat
and quite popular and successful. Free email ssvadlow one to create an email address,
register as requested, only to abandon the additesaslater stage when spam becomes a
nuisance. However, the Social Engineer may intrecumew twist to this story by directing
the offer to particular targets and instead of fing just a piece of well-meaning software,
entice the Mark to install software that could peri a secondary spying function in addition
to its advertised primary function.

The principle of Reciprocation is also appliedhe so-called "Reverse SE" attacks: Such
an attack begins with a Social Engineer who eitheates a problem and waits for the Mark to
fall for it, or somehow convinces the Mark thatictifious problem exists. When the attacker
then appears to solve the problem, the Mark fewlsbted and grants him/her the requested
favours.

In an even more subtle form of reciprocation, tlhei& Engineer may make an almost
unreasonable request, knowing that it will not bented. By then making a lighter and less
unreasonable request, the Social Engineer augnieatedds of this second request being
granted, compared to the situation where the seceqdest was the only one being made.
Although seemingly unreasonable, there is logidrzkthis sequence. It should be clear that
the Social Engineer's target was to not have tfs fequest granted. The first request was
only made to predispose the Mark according to tbeigh Engineer's plan. When the first
request is turned down, the fact that the Sociaifger continues with a less demanding
request, constitutes a concession on the Socidh&egs part. The Mark then feels obliged to
reciprocate with a concession of his/her own bezadfthe natural tendency to co-operate in
the bounds of our societal interaction. Anotherneple is a child who actually wants a
hamster, but starts by asking the parents for sgtor

Commitment and Consistency. It is a known psychological fact that people arestly
consistent within their words, beliefs, attitudes actions, providing consistency and useful
shortcuts. These shortcuts make daily life easerabse if one remains consistent with
previous choices, the load of re-processing alldat in similar situations as they arise is
avoided. One simply sticks to earlier decisionsfaksas commitment is concerned, one has to
just examine the positive load that the word "cottedi' carries in everyday conversations. If
someone is characterised as "committed”, then shateone can implicitly be trusted, is
considered to be a person who brings resultsgisiyhdependable etc.

The Social Engineer makes good use of this priadigl subtly manipulating the Mark so
that he/she gradually finds him/herself in such asifon that turning down the Social
Engineer's request is not an option. This entraprisebased solely on the Mark's previous
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conduct towards the Social Engineer. In orderlieriMark to be consistent towards the Social
Engineer, assuming that the Mark has already gilathte Social Engineer's inconsequential
small favours, the Mark must keep granting the &oE&ingineer favours that are being
gradually built up over many phone calls and arereaéd period of time. Doing otherwise,
will make the Mark look inconsistent with respeetptrior behaviour. In this case, the driving
force behind the Mark's obsession with consistéaayt, so much, what the public reaction
would be if the fact that the Mark is inconsistets brought to light, but rather the fact that if
the Mark turns down the Social Engineer's requbs,would force the Mark to holistically
re-evaluate his/her position and evolved relatidth wthe Social Engineer, since first contact
was made. Not only can this make the whole metaiftsut-based-on-previous-experience
structure collapse (Cialdini, 2001), but it realynot an option in the Mark's mind, since the
Mark has to put his/her weight behind previous césiin order to remain psychologically
balanced.

This attitude is further enforced by the fact thvlien person A asks person B for a favour
and B grants it, A becomes part of B's personabhiof good deeds that contributes to self-
esteem. B (who granted the favour) viadive to like A from that point onwards because B has
to justify his/her action by convincing him/herstift this was the right thing to do as A "is a
really nice person”. It should also be noted thdha time of the favour being granted, B does
not have to like A in order to grant the favourt bther reasons may lead B to this decision.
Another interesting point is that none of the aboeeessarily holds true for A. A does not
need to like B to ask for the favour, neither B diees likeable by A after the favour is
granted. On the contrary, it is possible for A evelop a dislike for B in order to justify that it
was not a favour being granted but that somehokegiBg a worse person than A, was obliged
to grant A's request.

All that is required from the Social Engineer irder to "cash in" on such attitudes is
careful planning. A commitment in the form of a mise on the part of the Mark (direct,
implied or even suggested) may be called upon &\sticial Engineer in order to "nudge" the
Mark at times of hesitation ("Aaaah... but you prosdis).

Social Proof. According to Cialdini (2001, p.100)wé determine what is correct by
finding out what other people think is correct”. In part, this principle has already been
discussed under Conformity, above. SE techniquesdan the principle of Social Proof are
most influential on a Mark, under conditions ofheit a) uncertainty or b) similarity. In the
first case, if the situation is so ambiguous that Mark does not know what to do, providing
information on the actions of others will most eg@mty turn the Mark in the same direction
(see Conformity above). In the second case on ttier thand, since people are more inclined
to follow the lead of others, similar to them, iherk of a Social Engineer can be significantly
facilitated or significantly impeded.

In a direct attack, the Mark may hesitate in prongdthe Social Engineer with the
requested information. This hesitation indicatesentainty and the Social Engineer will
provide such conformity-related information to thiark, that he/she will be nudged in the
desired direction.

Indirectly, the Social Engineer may benefit by fecurity that allows users (i.e. potential
targets) to function haphazardly with respect touséy measures. This is a regenerative
process that is fueled by similarity and leadsriarereasingly insecure work environment.
More and more users follow the example of otherforeethem and develop disrespect
towards security measures. On the other handeipthper security policies and directives are
applied and the correct incentives are given tokexs in order to uphold security and be
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rewarded for it, the regenerative effect due toilanity will become positive and lead to
augmented security.

Liking. People tend to respond favourably to other pewaplle whom they share some
common interest, hobby, birthplace etc. This natieredency of ordinary people to like and to
seek out others with whom they share common ctegistics, allows the Social Engineer to
achieve his/her goal by pretending to be a persitim eharacteristics similar to the Mark’s.
Consequently, the Mark instantly develops a paositittitude towards the attacker.

Generalising, people prefer to respond positivelyhose who they know and like. It is
thus imperative that a Social Engineer become dlikey the potential Mark. Apart from
similarity, the most obvious aspect of all, that pifysical beauty, is probably the most
important factor for which people like other peopWhether it is conditioning or natural
selection, research has shown (Cialdini, 2001) pgfical attractiveness has an immediate
effect on others, who instantly like those blesséth it. An attractive person will most
probably also be considered to be kinder, mordligéat, more talented and, of course, more
trustworthy than he/she really is. As a resultraative people can be more persuasive than
others

Liking can be achieved by familiarity over repeateaitact (this was also mentioned under
Friendliness, above). Also, if the circumstancedannvhich contact takes place are positive
rather than negative, liking is much more certaibé achieved sooner than later.

In SE attacks, these techniques are used to bom#tvel of liking that the Mark holds for
the attacking Social Engineer. In physical attatiks,external appearance of the attacker plays
a major part in the success of the attack. In lstaver the phone and the Internet, a deep,
resounding voice can contribute to the succesdefattack. Additionally, "chatting-up" the
Mark in order to establish some common points dérence on which to build a trust
relationship can make or break a successful at@icktching out the contacts in time can also
help a Social Engineer build a trust relationshigrathe phone with the Mark and use that
trust build-up when the attack culminates.

Authority. A false appeal to authority is one of the prefdrmethods of operation in SE
attacks. The reason for its success is based one#tpect that the average person has for
authority. Furthermore, persons of authority aresidered to normally possess high levels of
knowledge, wisdom and power. Hence, a mental shibcan be established by deferring the
complexity and responsibility of decision to sucbrgons. This, in effect constitutes an
automatic response to persons of authority. Alagiginthough, as it is also discussed in the
above reference, this automatic response tend tto the symbols of authority and not
necessarily to its credential-backed substanceh Symbols have been shown by research
(Cialdini, 2001, p. 201) to be titles, clothing aadtomobiles. These symbols, used by the
Social Engineer and combined with the right atétahd composure, can effectively project a
convincing, albeit false, image of authority thatl vwvoke an automatic response from the
targeted Mark. Further, the Mark tends to undemes the effect of authority pressure on
his/her behaviour, thus making the attack moreadlifif to identify and protect against.

Scarcity. According to this principle, a higher value isigaed to goods and services that
become less available. As this happens, their apparalue increases and so does the
appreciation of their quality. Psychological Reacetheory dictates humans respond to loss
of freedom by stronger desire (Cialdini, 2001, p8-218). Hence, something that becomes
scarce also becomes more desirable.

Although it is clear that the scarcity principle pdips more to deception based on
fraudulent on-line auctions, the same principle lsamised to enhance the effect of many other
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types of SE attacks. For example, in the caseefulell-meaning” e-banking employee who
wakes up the Mark in the middle of the night tooimnfi him/her that money is being
transferred out of his/her account and subsequemtliyes a request for the Mark's password
to block the transaction, an extra piece of infdromaabout how the Social Engineer is risking
his/her position in the bank to help the Mark isoalisually supplied. Apart from the sense of
gratitude that the Social Engineer is trying tojoo®, the element of scarcity of the supplied
service is also indirectly invoked. The Mark readisthat if he/she hesitates to give the
requested information to the Social Engineer, tiieranay be swiftly withdrawn because of
the impending risk of job loss for the bank empkyeSocial Engineer. This scarcity element
makes the quality and sincerity of the offer to egaphigher, and thus provides the Mark with
a mental shortcut and the Social Engineer withiif@mation he/she is after.

In the case of "phishing" attacks over email, In&trRelay Chat (IRC) etc, an offer valid
"for a limited time only" or "for the first X repis received" may trick the Mark into
thoughtlessly and impulsively submitting personaformation that will be used to
impersonate him/her during a later phase of theatsktk or, even worse, be used to directly
gain access to a system.

2.6 Exploitation of Attitudes and Beliefs

Apart from the tactics of influence and persuasitready discussed, Social Engineers make
use of several shortcomings in the function ofdytems they target for compromise.

One such shortcoming is the lack of the flow obmnfiation about an attack in large, and
mostly authoritarian, hierarchies. This is a welblvn situation among Social Engineers and
attackers who justifiably consider most hierarchaéghis type to be governed by what is
called in Hacker-jargon the "SNAFU" principle. Acding to TheFreeDictionary (2010), the
acronym originates “from a WWII Army acronym foritl&ation Normal: All ****ed Up"
True communication is possible only between equmsause inferiors are more consistently
rewarded for telling their superiors pleasant ltean for telling the truth”. Despite the
annoying vulgarity of the acronym, this principlesdribes a situation that has definitely been
holding true for millenia. It is a well-known fatthat military couriers in the times of the
ancient Persian empire were either treated as medoguests when they brought news of
victory from the battlefield, or summarily executéthey brought news of defeat. (This might
well be the source of the expression “don’t shbetrhessenger” that survives until the present
time). In today's terms, it is not unusual to treatmeone who raises an alarm, as if he/she is
the cause of the alarm! In this most ostrich-lilkd&viour, ordinarily vigilant employees feel
compelled to "turn a blind eye" and ignore the obse signs of a security breach. This is the
same type of hierarchy where an impersonation lkattgca Social Engineer based on a false
appeal to authority, would be more successful. Eguently, the hierarchy's decision-makers
become progressively disconnected from realitydilea to the systemic failure of the
hierarchy itself. A term currently gaining accemarthat is used to describe such situations
that lead to chaos is "Discordianism". This ishélgsophy / religion / joke that was created
around 1958 in order to reflect, "formally" deseriland discuss the principles of chaos,
confusion and disorder in the world (University\fginia, 2005).

Another attitude exploit stems from the conventldaat that when two parties engage in a
transaction or communication, this is done "in gdaith", unless, of course, there are serious
indications to the contrary. As it holds true inyarase of pre-meditated deceit, the deceiver

11



IADIS International Journal on Computer Science brfdrmation Systems

(the Social Engineer for the purposes of this wbidg the Mark at a disadvantage. The Mark's
attitude of initially acting in good faith by defgueffectively delays the triggering of mental
alarms and consequently impedes reaction and mieetfresponse to a SE attack. This is an
issue that must be addressed by effective coungaisures that function by making potential
targets less naive and gullible, thus minimisirgjrtheaction time to raise alarms.

2.7 Alternative Routes

If a Mark can not be persuaded to relinquish tiygiested data or perform the actions required
of him, there always exist harsher ways of gettiimg/her to comply. Extortion has always
been such a way. Although, strictly speaking, didardoes not constitute a SE attack per se,
it is more than just conceivable that sensitiveoinfation concerning the Mark can be
collected through SE methods (or even simple letesearches, nowadays) and subsequently
be used against him/her in an attempt to extothéurinformation. It is no secret that Private
Investigators have been using SE tactics to gattiermation on their subjects, long before
the term was coined to describe the principle undech these tactics worked. Regarding the
subject of extortion itself, further discussiorbesyond the scope of this work.

2.8 Old Tricks, New Dogs

All of the techniques described in the currentisectf the paper are e-variations on a very
old theme. Marketers, politicians, advertisersesgleople and con artists have been using
them for ages to convince their Marks to responsitpely to their suggestions. Amazingly,
although these methods were identified and brotmHight decades ago, they are still very
successful and the fact that computer-age Socigingéars use them, is a testament to their
effectiveness. The average user, in any InformaBgstem context, is thus very vulnerable
and the principal means of defense are proactiveaibn and distribution of information
relevant to these methods of attack.

3. PROTECTION AGAINST SE ATTACKS AND THE
INTRODUCTION OF Y-WALL

In this part of the paper, an attempt is made tawdfrom the above analysis of the
psychological aspects of SE methodology and deaisamproved strategy for strengthening
defenses against SE.

When preparing defenses against attackers who gngiotechniques and methods, the
focus should not only be on strengthening physiealrity, detailing a firewall policy, adding
protection to servers accessible over the Inteanet securing internal network connections
and file access. Security should also address tdagacks against legitimate users of the
computer systems, but building a firewall to preva&rch attacks, is much more difficult.

As long as people are accessible through a phoaeli email, then they are vulnerable to
SE attacks. In addition to creating stronger ségyolicies and implementing controls on
physical security and data protection, if SE attaate to be blocked, it is more important to
increase awareness regarding SE methods of operatid even educating users on how to
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turn the tables on the attackers. In effect, thipraach constitutes the psychological
equivalent of a firewall, or?-wall" (From the greek letter" -correctly pronounced "Psee”
but more frequently as "Psi"- that serves as asrmationally accepted shorthand notation for

"psychology").
3.1 Increasing Awareness (through Constructive Brai-Washing?)

Since SE attacks are based on psychological matipaland influence / persuasion tactics,
the only way to block them is to inform the usensapplied psychology techniques and alert
them to the tricks of the trade as these evolveisAbe usual requirement with all security
policies and practices, the responsibility for itmplementation of such policies lies with the
management. A strong commitment to continual reteanforcement of new directives and
re-evaluation, must precede any related effottafeffort is to bear fruit.

Although security policies must be in place and iacessant cycle of effectiveness
measurements and updates must be establishedjmpustantly, it is the Users that must be
educated and constantly be re-educated, in ord&eép up with the rate of evolution of
threats based on SE methods.

The attack on the problem must be two-fold. Fitst, issue of security must be presented
in such a way that it becomes a very high pridigtythe average user. Second, after making
security "second nature" to the users, the weapmrght this battle against SE should be
handed out in the form of practical tips, trickglanethods designed to nullify the success rate
of SE attacks.

One way to direct the attitude change of users tdsvenaking security a very high, if not
their first, priority, is to "bombard" them with gisecurity messages. These messages must be
variations on the same theme, always urging users to makerigetheir priority. It is
common empirical knowledge that the least effectiyse of message directed to a user is the
one appearing everyday on his/her login screema$t shown by Sears and Freedman (1965)
that even if new ideas are not included in a messthg expectancy alone of new ideas in the
message, makes the message more persuasive. titgithis means that if security-related
messages are re-phrased and re-introduced, theynkemore persuasive than just re-stating a
single message. Thus, the idea of producing aridlding "trinkets" such as catchy mouse
pads, coffee mugs, pens, calendars etc, bearingdesibned pro-security messages, should
be quite successful in promoting security as a sstyethat must be upheld by everybody.

The above method is only the first step in crea@ingeffective?-wall. It must get the
message through that all security issues cannatiieessed by technical measures alone. The
second step is to make all employees aware of #hads employed by Social Engineers.
This can be in the form of short enactment videothé usual "Discovery channel" hands-on-
experience format. The video clips can be distautver the corporate network or shown in
staff meetings and any other gathering opporturitithough there should be security
awareness sessions per se, these airings do netthide limited to dedicated meetings but
should take place as frequently as possible. Sustiswlly rich method is much more
effective than any other kind of textual distriloutibecause, in our day and age, the motto
"One picture is worth a thousand words" is strortgan ever.
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3.2 Psychological Defenses (the Brick and Mortar dhe W-wall)

One of the main targets of the awareness progranss be to address techniques against SE
attacks exploiting the psychological charactersst€ humans. The authors start with defense
recommendations for influence techniques as preddmy Cialdini (2001) and adapt them for
the scope of this work. Before a defense can tsedathough, the attack must be identified as
such.

Despite the nature of the attack (be it physicabeer the telephone), when interaction
between the Social Engineer and the Mark takeseplttere are tell-tale signs that the
attacked employee should always be on the lookauarid constantly use as "filters" for any
and all claims made by an unknown requester.

These, typically, are:

* Requests for forbidden information
» Refusal to give contact information
* Logical "holes" and small mistakes
 Name-dropping

e Rushing
* Intimidation
* Naivety
* Flattery

Although not complete, this list gives a clear gation of what to look for.

Furthermore, personnel should avoid taking merttaktsuts based on appearances that
could help in the success of an impersonation latthience, a person in brown uniform
carrying parcels must not be assumed to be areaii courier and someone dressed in an
expensive suit and tie is not necessarily a higikirey executive. Mental shortcuts must
consciously be blocked and first impressions mestliscredited. Decisions must always be
based on hard facts such as asking proof of ideatiibn. While courtesy should always be in
order, proper security procedures must take prewede

Having identified the possibility of an SE attadefenses against influence techniques
should be applied:

Reciprocation. When the psychological / social rule of reciptoma is invoked, the
attacker has already granted the Mark a favour. Nlaek then feels obliged to return this
favour or be scorned as an ingrate. Usually, thereaof the favour will be such that the
favour would not be granted based on the Mark's tmdl, and this is why some kind of
reciprocation must be called upon. So, the dilentimeaMark finds him/herself in is between
granting a favour that could lead to security bheac be scorned upon and also have an
immediate reduction of his/her self-esteem. The tla&t the reciprocation rule is called upon
should be a dead give-away for the possibility &aattack. The Mark should realise that the
previous favour is actually being used against héan/and thus take steps towards defusing
the reciprocation rule.

It would be irrational to reject all genuine faveuand all offers. This would quickly
become a social problem. Nor is it easy to distisigloetween a genuine and a trick offer at
the time that it is granted. However, in due coudhgesincerity of the person making the offer
or doing the favour will be proven. At that timégetoriginal offer can be re-evaluated and if
found to be insincere (in the context of the favthat is requested in return), the obligations
resulting from the reciprocation rule be nullifidd.retrospective, it is only genuine offers that
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should be met with equivalent ones. There is nd sufe or obligation for trick favours or
offers.

Commitment and Consistency. According to previous discussion, the Social Begr puts
these two principles to use by subtly manipulatimg Mark so that the Mark gradually finds
him/herself in such a position that turning dowa 8ocial Engineer's request is not an option.
This entrapment can only be reversed if the Magisdtention to the "gut feeling" he/she has
when faced with the Social Engineers request. Bistr¢ghe pressure based on Commitment
and Consistency, the Mark must develop the abtlitycontinually re-evaluate the initial
decision (or chain of decisions) previously matiat tead to commitment and to the situation
at hand. The crucial question for the Mark to answeuld be "knowing beforehand what |
now know, would | have made the same initial commeitt that lead to this situation had |
been able to reverse the clock?" If the answeeggtive, (which in such situations always is),
the problem should be addressed directly and itlshbe explained to the Social Engineer
that granting his/her request would be a breackeafurity and that compliance is not an
option.

Social Proof. When the Social Engineer subtly or directly sigea course of action to
the Mark, he/she does so by either providing fdis& (Mr. So-and-so has already given me
this information) or by using a true basis of coniity and at the same time twisting it to
serve his/her purpose. In either case, a convemental shortcut is forced upon the Mark in
order to have him/her comply with the Social Engife request. In effect, the Mark is
supplied with false social proof data. The onlygible defense against this technique is for
the Mark to first evaluate the validity of the dam@sented by the Social Engineer and then
take into perspective that even if this data ie tthhe actions of his/her peers simply do not
form the only basis for his/her decisions and sqbeat actions.

Liking. Social Engineers are willing to spend a lot dbefin building a portrayed persona
that is well-liked by the Mark in order to befrietlte Mark and thus soften the impact of a
request and increase the probability of compliaiels, the potential victim of such an attack
must be aware of this technique and be alert tgttential situation of developing an undue
liking for a requester. The potential victim must $ensitive both to the extent of the liking as
well as how fast this has come to occur.

Anybody can befriend anyone else very fast unddsefgoretences of similarity,
cooperation, association and compliance to ther'sthvehims and desires. Other methods
include flattery or, simply, graceful social inteti@an. Physical appearance also plays a
decisive role.

Thus, upon realising that the "liking level" forequester is unjustifiably high under the
circumstances, the Mark must classify that requesstea potential Social Engineer carrying
out an attack. The request must then be dissociated the relation developed with the
requester through social interaction. In this stdtdissociation, the true nature of the request
must be objectively judged and the potential far@ach of security resulting from complying
with the request must be identified. If such a ségireach is possible, needless to say, the
request must be denied.

Authority. It has already been analysed, that a Social Eegmfalse appeal to authority
can bear fruit in the course of an attack. As fasecurity is concerned, all claims to authority
must be challenged and all persons must be idedti#s to who they really are, irrespective of
their position in the hierarchy of the organisatidimis can be achieved by disregarding the
effect of obvious status symbols such as an expersiit or a company executive car and
taking into consideration only hard evidence, likesecure ID badge etc, in order to

15



IADIS International Journal on Computer Science brfdrmation Systems

authenticate the individual. In order to accomptisis task, the correct procedures must be in
place so that employees can protect themselveasigaiiteful, retaliatory attacks, by simply
sticking to procedures and "going by the book".

Scarcity. The reactions to this psychological principle alifficult to control. This is
because these reactions have an element of emosianesal and while in this state, straight
thinking is practically impossible. Perhaps theyonleans of defense would be to use this
emotional arousal as an indication of a possiblea&&ck. Steps can then be taken to suppress
the arousal and attempt to rationalise the sitonafiothe interaction with the Social Engineer
takes place in real time, the element of rushinly also probably be very strongly present.
The combination of these two signs put together imalp to surely identify and efficiently
resist the attack.

3.3 Supporting Physical Measures

One of the initial arguments of this paper was thatrent IS security standards and best
practices do not deal effectively with the aspefchoman psychology and its role in IS.
Under no circumstances should this be misintergratel the proposed physical and technical
measures be rejected. Such measures are essentialoaeffectively support the general
effort. A physical attack on the target premisegunes meticulous preparation on the part of
the Social Engineer. It demands that the attackequiees such a state of elevated
psychological resilience as is necessary to witlistdne pressure inherent to the attempt.
Furthermore, the attacker must have attained aiadpability to constantly monitor and
actively manipulate the psychological status of potential challenger in order to allow the
planned attack to unfold. Clearly, all of the abave not always possible, hence the assailant
must also have an escape plan from the premisessithings do not turn out as expected. If
strict physical security is applied both on entgrims well as leaving an establishment's
premises, this could constitute an effective measowards better control of SE attacks at the
physical level. Other physical measures such asmmre# and exit turnstiles or the obligation
for all members of staff to wear double-sided badgéth clearly visible ID pictures could
also diminish the psychological manipulation edpat tthe attacker might have upon the
Marks.

3.4 Security Compliance Measurement

Measuring the degree of effectiveness of any implaed security measure is difficult to
begin with. Nevertheless, this constitutes an irtgtrfactor in the continual re-assessment of
the current security policy and a most valuabledguin pinpointing problem issues and
addressing them.

In principle, the effect of SE attacks is difficiti operationalise. Collins (2000, p. 68)
defines Operationalisation as the process of teamshg a theoretical concept into an
empirical variable, i.e. making the defined concewasurable. Consequently, measuring the
effectiveness of a set of countermeasures designblbck SE attacks (th&-wall) is at least
as difficult as operationalising the effects of Big attacks themselves. This is mainly due to
the non-descriptive nature of controls against B& tare based on purely psychological
techniques.
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In short, how can issues like the psychologicakatffof an awareness campaign on
individuals or the actual effect of the psycholdggien process against a potential SE attack
be measured?

To operationalise a concept such as the effectasdé the propose-wall (in other
words the level of defense against SE attack#,iihperative to identify all of its dimensions
or “indicators”, where &n indicator is an observable measure” (Collins, 2000, p.68).
However, the operationalisation of the effectivenesthe¥-wall goes beyond the scope of
this paper and constitutes a subject which is atigr&inder research.

3.5 Promotion of Higher Ethical Standards in the Wokplace

Reekie (2004) introduces the need for the creatifoa set of ethical obligations stemming
from the organisation's responsibility to the djeas well as its responsibility to itself to
protect its interests. Additionally, the need faoclusion of relevant countermeasures in
security policy implementation is supported.

In the context of guarding against SE attacks,pteamotion of ethical standards in the
workplace is of paramount importance. SE attackmton some aspect of human psychology
to produce results. Whether this aspect is feauttiority, the natural willingness to help, the
application of convenient mental shortcuts, theigiince to become disliked etc, the SE
attacks work because people are simply left tar thein devices as far as their reaction to an
attacking Social Engineer is concerned.

By promoting ethical standards in the workplacelifeys like (but not limited to) fear of
powerful people of authority, ingratiation and tfeeling of risking being disliked when
challenging a fellow employee who might be a pogrittacker, will be reduced. In a work
environment where ethical standards form the Hasieveryday activities, there is no space
left for acts of intimidation, coercion or explditan. Thus, the attacker is faced with a greater
challenge than expected or planned for.

Furthermore, in an ethically-bound environment, ideat reporting becomes more
efficient as the effectiveness of proper channélsoonmunication between the base of the
organisation and its highest levels increases. ifh@riably leads to better defense against SE
attacks.

3.6 Monitoring Social Engineering Attempts

All SE attempts should be reported and logged aéwntrevaluated and the countermeasures
coordinated. Reporting procedures for security dents as well as the formation of a
coordination centre is also prescribed in the dives of the ISO/IEC 27002:2005 standard
(ISO/IEC, 2005). However, in the context of thiarslard, the coordination centre and
reporting procedures may not cater as efficienflypassible for the particular case of SE
attacks given that immediate response and evea gtel required in order to beat the attacker
in his/her own game. The evaluation of the relev&@/EC 27002:2005 controls though, is,
again, beyond the scope of this paper and have bramined by Frangopoulos (2007).
Ideally, the existence of such a centre will assistdentifying problem areas within the
organisation and will also help those responsible securityto identify the nature of the
attacking Social Engineer's interest. This in ftéelof great importance because it can give
clear indications regarding what the motives belthel SE attacks are. Concise reports made
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by the SE attack monitoring authority could give tmanagement information on important
issues such as a secret project being compromisdtiab attempts are made to extract
financial information before a takeover etc.

The most difficult part is for personnel to ideptd SE attack as one and report it. Ideally,
it would also be very useful to let the attack itgncourse in an effort to identify its ultimate
target. This, however, is clearly beyond the adbgitof the average employee. Manipulating
the manipulator would be a challenge for even tlostnaunning expert on counteracting SE
attacks.

Thus the most reasonable expectation would jusbibihe average employee to be able to
identify an attack and report it as a result of thleole security education, training and
awareness program. The employees manning the miogitand evaluation centre though,
should be highly specialised security professiomdis can sift through all the reports, weed
out the false ones and extract information of vatuthe management or the top levels of the
hierarchy. Furthermore, they should be able to iptdtb some degree) future attacks based
on forming patterns and thus call for raised lew#lslertness and strengthening of security
measures. Most importantly, they would form the taoholding together th&-wall.

The issues discussed in this section can be plateg@erspective by figure 1.
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Figure 1. TheP-wall principle
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4. CONCLUSION

In this paper the fundamental psychological aspe€tSE were presented. The common
psychological loopholes that Social Engineers ekl well as the techniques that they use
were analysed. This analysis was backed by a pes®n of the most important Persuasion
tactics and Influence techniques as modern psygliaocepts them.

Due to the complicated and highly non-technicalrebf SE attacks, it is argued that in
order to defend against them, an organisation musst upon its human resources and, most
importantly, their psychology. Traditional techrlicaeasures simply do not offer sufficient
provisions to stop non-technical attacks such a®i®#s. Thus, a case is presented in support
of psychological defenses with the objective oéstythening security policies and improving
security mentality and practices in an attemptrtovjole better protection against SE attacks.

It thus follows that a "psychological Firewall" d¥-wall" must be built mainly through
awareness and psychological training programs. didjective of the programs should be to
expose the employees to the reality of SE attaeeré they actually have to face one.
Mastery of psychological defenses against theselattcan be taught to a certain extent, as is
the ability to at least identify them.

The issues of measurement and compliance were ssddfe¢hrough the proposed use of
operationalisation methods and the identificatibretevant indicators.

It was also maintained that raising ethical stadslén the workplace can help against SE
attacks as many of the psychological barriers opleyees that the Social Engineers thrive
upon simply fall apart.

Finally, the importance of auditing and penetrattesting was stressed as a means of
raising alertness, and the need for a central pmintoordination against SE attacks was
highlighted.

In the case of SE attacks, the war is fought batvilke mind of the attacker and that of his
victim. If there is a chance to counter the actthefSocial Engineer, the potential victim must
acquire the ability to recognise and resist thecpslpogical "nudges"” of the attacker as well as
to raise an alarm. In effect, it is the human psytttat becomes the last line of defense in this
battle.
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