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ABSTRACT

The exponential adoption of the Internet for transaction and interaction purposes continues unabated.
However, despite the obvious empowering benefits of the Internet, consumers concerns regarding the
ability of online vendors to collect and use information regarding them and their online interactions have
also increased. Vendors facing intense competition in the marketplace are under increasing pressure to
gain a more sophisticated understanding of their consumers and thus view the collection of consumers’
personal and interaction information as essential to achieving that understanding. Awareness of this fact
has accentuated consumers’ privacy concerns and in some cases impacted interaction intentions and
behaviour. Similarly, in the computer-mediated work environment, employees’ awareness that
communication-monitoring technologies are being used to monitor their email and Internet interactions
has increased. Despite the importance of this issue, research on technology-related privacy concerns
remains in an embryonic stage. Moreover, the literature indicates that much confusion surrounds the
construct and in many studies the construct is neither clearly defined nor operationalised. The aim of
this paper is therefore to reduce that confusion by providing a brief review of the literature while
outlining potential research avenues worthy of future research. This paper provides researchers with a
deeper insight and holistic understanding of the construct and consequently makes a valuable
contribution not only to information systems research but also to practitioners in their efforts to better
understand the factors that predict and inhibit technology-related privacy concerns.
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1. INTRODUCTION

Privacy has always been a contentious issue as individuals strive to protect their personal
information from mis-use by others. However, the advent of the Internet and the increasing
proliferation of technologies in both the marketplace and workplace have been matched by a
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heightened awareness amongst individuals that threats to their privacy exist and must
therefore be addressed. Despite the empowering benefits of the Web, consumers are
increasingly aware that the technology can also be used by online vendors to collect
potentially sensitive information regarding them and that this information can be used without
their express permission. For example, online transactions require customers’ to disclose
considerably more personal and financial information than they would provide in offline
transactions (Miyazaki and Fernandez, 2001). Marketers can use the trail of information that
results from such Internet transactions - including information on the customer’s searches,
comparisons, product and brand preferences, purchase and post-purchase information - to
compose very precise customer profiles in their efforts to continuously learn about changing
consumer needs. With this information, vendors then have the ability to provide individuals
with specifically customised information thus offering them a personalised shopping
experience. From a vendor perspective the consequence is increased customer satisfaction that
they hope will translate into increased retention and ultimately increased profitability within
the marketplace. However, from a consumer perspective, the price of this personalised
shopping experience may outweigh any customisation benefits, particularly when vendors
have been know to sell information on consumers to third parties without the permission of the
consumers concerned.

In the social science literature the importance of individuals’ privacy concerns is widely
acknowledged (e.g Konvitz, 1966; Powers, 1996; Froomkin, 2000; Rule, 2004; Cassidy and
Chae, 2006) and it is recognised as a dynamic issue that has the potential to impact attitudes,
perceptions, and even the environment and future technology developments (Crompton,
2001). Within the information systems field, while there is an growing awareness of the
importance of technology-related privacy concerns, empirical research on the construct
remains at an embryonic stage and the limited number of studies on the construct that exist
tend to be limited in size and nature (Gefen and Straub, 2000; Cockcroft and Heales, 2005).
Compounding the problem is the fact that some of these studies are beset by conflicting
conceptualisations of the construct, as well as a lack of agreement regarding the factors that
predict the perceptions, attitudes and behaviours of the consumers themselves. Consequently,
it is difficult for privacy researchers within the information systems discipline to compare and
contrast the results of previous studies in their efforts to progress understanding of the
construct. Moreover, as far as it is possible to ascertain, there have been no studies on
technology-related privacy concerns within an organisational context to date.

The aim of this study therefore is to provide both a concise and consolidated review of the
technology-related privacy literature. The literature outlining perceptions, attitudes and
behaviours of individuals’ in relation to their technology-related privacy concerns will be
reviewed and a number of gaps in relation to technology-related privacy concerns will be
outlined.

2. THE PRIVACY CONSTRUCT

Privacy is a complex construct that has received the attention of researchers from a broad
spectrum of disciplines including ethics (Platt, 1995), economics (Rust et al., 2002), marketing
(Graeff and Harmon, 2002), management (Robey, 1979) as well as from the legal discipline
even as far back as 1860 (Warren and Brandeis). However, despite this interest, the construct
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remains beset by conceptual and operational confusion. For example, Tavani (1999) remarks
that privacy is neither clearly understood nor clearly defined while Introna (1996) comments
that for every definition of privacy, it is also possible to find a counterexample in the
literature. As a result, many researchers choose to define privacy specific to the focus of their
specific study or the lens of their discipline in an attempt to evade this problem (Smith, 2001)
and as a consequence the conceptual confusion that surrounds the construct remains
undiminished. Unsurprisingly, these differing conceptualisations have manifested in similarly
differing views regarding how the construct should be examined and measured. For example,
privacy researchers within the legal discipline argue that privacy should be measured in terms
of the rights of the individual whilst ethics researchers contend that the morality of privacy
protection mechanisms for the individual should be the focus of research attention.
Interestingly, and perhaps most sensibly, some economics researchers (Parker 1974, Acquisti,
2002, Rust et al., 2002) argue that in order to gain a full understanding of the privacy
construct it is necessary to examine it from a multiplicity of viewpoints. Consequently, Parker
(1974) maintains that privacy can be examined as a psychological state, a form of power, an
inherent right or an aspect of freedom. More recently, Acquisti (2004) has emphasised the
multi-dimensional nature of the construct and posited that privacy should no longer be viewed
as a single unambiguous concept, but become a class of multifaceted interests.

One aspect of privacy on which many researchers concur is central to its understanding is
the issue of control, specifically the individual’s need to have control over their personal
information. Practitioner reports also confirm the importance that consumers attribute to being
able to control their personal information (e.g Harris, 2004) Control is defined as “the power
of directing command, the power of restraining” (Oxford, 1996: 291) and is consistently
proposed in the literature as a key factor in relation to understanding consumer privacy
concerns. For example, Westin (1967) argues that privacy is the claim of individuals, groups,
or institutions to decipher for themselves when, how and to what extent their personal
information is conveyed to others. This issue of personal control is widely supported by
researchers such as Fried (1968: 482) who defines privacy as the “control we have over
information about ourselves™ and Parker (1974: 281) who defines privacy in terms of the
“control over who can sense us”. However, a diverse body of researchers dispute the
relevance of control in understanding privacy concerns. They argue that to define privacy in
terms of control can yield a narrow perspective as not every loss or gain of control over
information constitutes a loss or gain of privacy (Parker, 1974). For example, all online
consumers who voluntarily provide personal information in the course of their transactions do
not necessarily view that as a loss of control and consequently a loss of privacy. Even the
knowledge that each of their online interactions is providing the vendor with a potential trail
of information regarding who they are, their buying habits and other personal details does not
necessarily constitute a lack of control or a loss or privacy in the eyes of such consumers.
With that in mind, some researchers (Moor 1990, 1997; Schoeman 1984) suggest that it would
be better to focus on the issue of restricted access rather than on consumer’s need for control
when trying to understand technology-related privacy issues.

In summary, privacy has been defined in the literature from a multiplicity of viewpoints,
which has resulted in definitional and operational confusion regarding the construct.
Consequently, the need for an improved understanding of the nature of technology-related
privacy construct has increased rather than diminished.
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3. PRIVACY RISKS IN THE ONLINE ENVIRONMENT

While consumer privacy has always been a significant issue in the traditional offline market, it
has assumed a greater importance with the increased adoption of the Internet (Rust et al.,
2002). The nature of the electronic environment has brought issues of trust, risk and
uncertainty centre stage. For example the literature recognises the importance of trust in the
specific business-to-consumer on-line transaction domain (Lee and Turban, 2001; Gefen and
Straub, 2000; Reichheld and Schefter, 2000). In fact Ratnasingham (1998) contends that the
influence of trust on interactions is even more crucial in the pervasive online environment than
in the physical and traditional marketplace. Similarly, the Cheskin eCommerce Trust Study
(1999: 2) notes that as ““the Internet develops and matures, its success will depend in large
part on gaining and maintaining the trust of visitors. This will be paramount to sites that
depend on consumer commerce.” However, despite the fact that trust is a rare commodity
which is built up slowly over time (Tracy, 1995) and building and maintaining it is essential
for the survival of any relationship, it is a fragile bond that can be destroyed easily. In order
for trust to be engendered therefore, consumers must be confident that their personal
information will not be used without their consent and will not be sold to third parties. Those
companies that are successful at building that trust and managing the uncertainty associated
with consumer disclosure of personal information will benefit from increased consumer
confidence.

Hirschleifer and Riley’s (1979) theory of information can also be used to better understand
the uncertainty that applies to the on-line purchase environment. This theory outlines two
categories of uncertainty: system-dependent uncertainty and transaction-specific uncertainty.
Both types of uncertainty exist in the online purchase environment. For example, the online
consumer is dependent on the technological medium for the process to take place effectively
and securely but not have any control over the medium or the transmission of the data (system-
dependent uncertainty). Transaction-specific uncertainty includes the possibility that even
when guarantees are provided that customer data will not be passed on to third parties, the
consumer does not have any guarantee that the vendor has measures in place to protect
consumer data from employee theft. Hence, there is a high level of uncertainty related to the
on-line purchase environment. The uncertainty and lack of control related to the on-line
environment reflects the significant asymmetry that exists in terms of what the Internet means
to individuals versus vendors. For example, Prakhaber (2000) rightly points out that while the
technology has created better, faster and cheaper ways for businesses to meet their customers’
needs and better faster and cheaper ways for customers to satisfy their own needs, the
capability to leverage this technology is far higher for companies than for individual
consumers. Because unequal forces, leading to asymmetric information availability, tilt the
playing field significantly in favour of industry, such technologies do not create market benefit
to all parties in an equitable manner.

While marketers need information on consumers in order to refine products and services to
increase consumer satisfaction, the need to find a way in which the interests of both
consumers and marketers can be served has never been more urgent. Often the information
that is collated on consumers is done so without their consent thus exacerbating privacy
concerns. Moreover it is apparent that not all researchers acknowledge the extent of this
problem. For example, Hoyer and Maclnnis (1997) maintain that one of the main reasons why
privacy concerns regarding online vendors’ collection of consumer information exist is due to

16



TECHNOLOGY-RELATED PRIVACY CONCERNS: A REVIEW

consumers’ lack of understanding regarding how this information is collected and more
importantly how it will benefit them. Other researchers, such as Ratnasingham (1998) dispute
this notion, arguing that customers concerns and anxieties regarding transaction confidentiality
and anonymity are frequent and legitimate and should therefore be acknowledged as such. In
this environment, businesses have a choice as to how they should respond thus determining
the type of buyer-seller relationships that their company has. If privacy concerns are not
addressed they manifest through the costs of lost sales, through the move from online to
offline business channels and through lost customer relationships. The ownership of online
consumers will be predicated to a large degree on the way in which businesses seeking to
leverage Internet technology gather market information whilst equally embracing the
responsibility of preserving consumer privacy.

3.1 Analysis of the Literature from a Transactional Perspective

In the literature, technology-related privacy concerns have mainly been considered from a
transactional perspective, with the concerns of the online consumer paramount to the
discussion. However, such concerns are equally salient and critical in the organisational
employment context. Therefore, in this paper, in order to provide a thorough review of the
literature, the studies of technology-related privacy issues have been grouped into two main
categories — consumer concerns and employee concerns. Information regarding how the
authors selected their samples and the methodology used is also provided.

While the privacy literature specific to consumers’ technology-related privacy concerns is
remarkably limited, a number of studies stand out as deserving of comment. Udo’s (2001)
study of 158 online users examined their attitudes in relation to privacy and security concerns.
He found privacy ranked as the highest concern among users’ with threats to security and to
children coming in a close second and third. Interestingly, the study findings indicate that for
every three shoppers in the study who were willing to purchase on-line, there are seven others
who are too concerned to shop in the virtual marketplace. Based on an analysis of the results
the author concluded that privacy and security threats are the main barriers to e-commerce
success and therefore must be dealt with accordingly.

A more detailed study of the privacy concerns that attempted to classify individuals in
terms of their level of privacy concern was conducted by Sheehan (2002). She employed
Westin’s (1967) tripartite grouping of Internet users (pragmatists, unconcerned, privacy
fundamentalists) as a guide and categorised 889 online users in terms of the degree to which
are concerned about engaging in on-line transactions. An online survey consisting of 15
privacy related statements representing 5 different factors that can influence privacy concerns
were administered to the study participants who were then measured in terms of their level of
response to three different privacy scenarios. The results showed that the majority of the
respondents (81%) were pragmatists in relation to their privacy concerns, 16% of the
respondents were classified as being unconcerned with the remaining 3% meeting the
classification standard of privacy fundamentalists. While the author recognises the limited
generality of Westin’s typology, the study findings are interesting in that they point to the fact
that online privacy concerns are likely to be contextually driven rather than the result of
embedded psychological constructs specific to the individual.

Singh and Hill’s (2003) study employed duty-based theories, social contract theory and
stakeholder theories to examine the attitudes of 106 German consumers in relation to their
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online privacy concerns. A pencil and paper survey was administered to depict the attitudes
of German consumers’ towards privacy in general but more specially to Internet privacy. A 5
point likert scale measured the attitudinal responses of the respondents with only standard
demographic data being considered in the results. Interestingly, the issue of control surfaced in
this study with the findings identifying a strong desire among German consumers’ to have
some level of control over how their personal information is collated, disclosed or used. The
study further highlighted the importance of online vendor responsibility and the active role the
Government should play in protecting citizens’ privacy.  Although it is unlikely that this
desire for control over personal information is limited to German consumers, whether of not
this applies across other European countries remains undetermined due to dearth of cross-
cultural research on this subject.

While Malthotra et al., (2004) developed a scale and causal model to determine the
dimensionality of an Internet users’ information privacy concerns (in terms of data collection,
control and awareness), they note that development of this scale was highly dependent on
contextual factors and does not examine the influence of privacy concerns on actual behaviour.
While they suggest that opportunities for future research in this area are abundant, it is clear
that the need for a reliable culture-independent measurement instrument to measure
information privacy concerns has not yet been met.

Whilst most studies have focused on the attitudes of online consumers in relation to
privacy, a recent study conducted by Van Slyke et al., (2006) extends previous models of e-
commerce adoption to investigate the degree to which consumers’ information privacy
concerns influence behavioural outcome ie their willingness to partake in transactions online.
Two privacy measurement instruments were applied in this study — one to measure privacy
concerns in relation to a high recognition website and the second to privacy concerns in
relation to a less well known website. The study’s findings show that privacy concerns,
perceived risk and familiarity with the website play a significant role in consumers’
willingness to transact online. However, contrary to previous studies (such as Malthotra et al.,
2004) a positive relationship between information privacy concerns and level of trust was
identified in the study. Van Slyke et al., (2006) suggest the trade-off nature of the online
relationship, where information is exchanged in return for a transaction to take place, may in
part explain this abnormality of this finding. Again, the lack of research on this topic and in
particular comparable studies with similar type sample in other countries makes it difficult to
determine whether this outcome pertains only to the authors sample or is an indication of a
more complex dynamic at work. In fact, all of the above mentioned studies, except that of
Singh and Hill, were conducted in the United States, emphasising the lack of research on
technology-related privacy concerns from a European perspective.

A number of studies do not examine privacy issues specifically but rather include it
amongst a number of variables that are being measured (e.g. Flavian and Guinaliu, 2006; Chen
and Barnes, 2007). For example, Joines et al.,’s (2003) study of the influence of
demographics and motivational factors on Internet use includes a measure of privacy along
with other measures, whilst Lancelot Miltgen’s (2007) study focuses on the factors that
influence online consumers’ decisions to provide personal information as opposed to directly
focusing on privacy concerns. Similarly, a number of technology adoption studies include a
measure of privacy but do not focus on it uniquely (e.g. Pavlou and Fygenson, 2006; Shih,
2004). The same holds true for many studies that examine the antecedents of trust in
electronic commerce (e.g. Cheung and Lee, 2001) where the influence of privacy concerns are
examined along with other measures such as security in terms of their influence on
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behavioural outcome. Table 1 below provides a sample of the literature directly focusing on
consumer related privacy concerns.

Table 1. Studies of technology-related consumer concerns

Study Context Research Method
Participants Sample Methodology
Udo (2001) Examines the Consumer 158 participants 29 item online
privacy and USA questionnaire
security issues of
online users
Sheehan (2002) Examines online | Consumer 889 online Online survey
users to see if respondents USA
concerns are
mirrored on an
offline
enviroment.
Singh and Hill Focuses on Consumer 106 online Paper and pencil
(2003) consumer Internet consumers survey.
concerns Germany
Malhotra et al., | Developed 449 respondents Instrument Malhotra et al,,
(2004) internet users | USA developed (2004)
privacy concerns through  scenario
measurement testing
instrument
(IUIPC)
Van Slyke et al., | Assesses the | Two samples were | Survey Van Slyke et al,
(2006) degree to which | used, one (2006)
consumers’ representing a
information well known
privacy concerns | merchant  (713)
affect their | the other
willingness to | representing a less
engage in online | well known
transactions. merchant (287)
USA

4. MONITORING AND SURVEILLANCE IN THE
WORKPLACE

The increasing pervasiveness of technologies into human beings’ work and leisure
environments has opened up a spectrum of unregulated behaviour whereby previously
accepted distinctions regarding correct and immoral behaviour are no longer always clear
(Turban et al., 2006). For example, many questions surround the issue of surveillance — and in
particular electronic surveillance - which according to Clarke (1988) is the systematic
monitoring of the actions or communication of individuals. In some cases individuals may be
conscious that they are being monitored, they are just not sure of the extent and detail of that
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monitoring. Neither are they aware of how that collated information is being employed by the
monitoring body. Researchers such as Safire (2002) note how extreme pervasive surveillance
tends to result in a ‘creepy feeling’ among those being monitored despite the fact that they
may have done nothing wrong to merit such scrutiny.

The negative impact of surveillance techniques were first highlighted in Foucault’s (1977)
study of Jeremy Bentham’s Panopticon. The idea behind this observation unit was to obtain
the power of mind over mind allowing a prison warden to observe inmates undetected turning
visibility into a trap (Foucault, 1977). Examples of modern day surveillance techniques are
increasingly apparent within computer-mediated work environments. As a result there is a
critical need to protect the employee’s privacy rights as modern technologies provide the
opportunity for constant observation and continuous data collection. In fact, the monitoring of
employees’ computer-related interactions has previously been described as an ‘electronic
whip’ used unfairly by management (Tavani, 2004). Consequently employees are now facing
an electronic form of panopticism whereby they can be observed by an electronic boss who
never leaves the office (Wen et al., 2007).

4.1 An Industry Perspective

As previously mentioned, much attention has focused on the impact of technology-related
privacy concerns from a transactional perspective, with views of the online consumer
paramount to the discussion. However, numerous practitioner reports confirm that these
privacy concerns are equally salient in the computer-mediated work environment. For
example, in 2001 it was estimated that over three quarters of all major US firms monitored and
recorded employees’ activities in the workplace, a figure which has doubled since 1997
(AMA, 2001). This figure has remained constant over the years with researchers such as
D’Urso in 2006 estimating the figure to now stand at 80% of all organisations. Forms of
surveillance in the workplace can include anything from the monitoring of email and Internet
usage, to the taping of phone conversations and use of video surveillance or in some cases
GPS tracking devises. A recent survey carried out by The American Management Association
(2005) revealed that 76% of organisations monitor an employee’s Internet usage, 65% of
which block certain Websites thus indicating inappropriate Web surfing as a primary concern.
The use of email within organisations has quickly become a fundamental part of the
communication structure of many organisations (Jackson et al., 2001). In fact researchers such
as Muckle (2003) note how access to email facilities within the workplace is now an expected
practice. While the speed and productivity benefits of email are immense from an
organisational perspective, the placing of stringent controls by management on the use of
email systems may also jeopardise an employee’s privacy (Van der Lee and Zwenne, 2002). It
is now estimated that as many as 55% of the 526 US firms surveyed retain and review
employee’s email messages, a figure which has risen 8% since 2001 (AMA, 2005). While
such reports give some indication of the growing problem within US industry, as far as it is
possible to ascertain no practitioner studies have yet been conducted from an Irish perspective
and consequently our understanding in how to diminish these growing concerns remains
limited.

It is reasonable to assume however that in some instances management may have
legitimate reasons to monitor their employee’s actions, and researchers such as Laudon and
Laudon (2001) emphasise the risk of adverse publicity for the company resulting from
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offensive or explicit material circulating within the organisation. For example, the Internet has
increased the possible threat of hostile work environment claims by providing access to
inappropriate jokes or images that can be transmitted internally or externally at the click of a
button (Lane, 2003). In fact, a study carried out in 2000 concluded that 70% of the traffic on
pornographic Websites occurs during office hours, with ComScore networks reporting 37% of
such visits actually taking place in the office environment (Alder et al., 2006).

Moreover, the risks to organisations stretch also to the abuse of the email system, with
virtually all the respondents in an AMA (2003) survey reporting some sort of disruption
resulting from employee’s email use. For example, 33% of the respondents experienced a
computer virus, 34% reporting business interruptions and 38% of which had a computer
system disabled for some time as the result of a bogus email. In a similar vein, Jackson et al.,
(2003) conducted a study to investigate the cost management endure as a result of such email
interruption. The study indicated that it took the average employee between 1 and 44 seconds
to respond to a new email when the icon or pop up box appeared on their screen. 70% of these
mails were reacted to within 6 seconds of them appearing and a further 15% were reacted to
within a 2 minute time period. Overall the study found that it took on average 64 seconds for
an employee to return to a productive state of work for every one new mail sent. Other
practitioner reports also identify the potential cost of email usage with as many as 76%
reporting a loss of business time due to email problems, 24% of which estimating a significant
two day loss of company time (AMA, 2003). These statistics are not so surprising given the
amount of time the average employee spends online. The survey further reported that the
average employee spends 25% of his or her working day solely on their emails, with a further
90% admitting to sending and receiving personal mails during company time.

Whilst the need to improve productivity is a common rationale for employee monitoring,
other motivations such as minimising theft and preventing workplace litigation are considered
equally justifiable in the eyes of management seeking to protect the interests of the
organisation. The former motivation is particularly understandable as research shows that
employees stole over 15 billion dollars in inventory from their employers in the year 2001
alone (Lane, 2003). In addition, the seamless integration of technology into the workplace has
increased the threat of internal attacks with Lane (2003) noting the ease at which sensitive
corporate data and trade secrets can be downloaded, transmitted, copied or posted onto a Web
page by an aggrieved employee. Internal attacks typically target specific exploitable
information, causing significant amounts of damage to an organisation (IBM, 2006).
Management need to ensure that their employees use their working time productively and are
therefore benefiting the organisation as a whole (Nord et al., 2006). It is apparent however,
that tensions will remain constant between both parties unless some form of harmony or
balance between the interests of both the employer and employee is achieved.

In order to balance this conflict of interests. it is vital that clearly defined rules and
disciplinary offences are implemented into the workplace (Craver, 2006). The need for
structure becomes all the more apparent with researchers such as Selmi (2006) emphasising
the differing views and tolerance levels certain managers may hold. For example, if an
employee is hired to work, then technically they should refrain from sending personal emails
or shopping online during working hours. However, as a general rule, most management will
overlook these misdemeanours as good practice or in order to boost worker morale. The
situation becomes more serious however when the abuse of Internet privileges threatens to
affect the company itself, be it through loss of profits or adverse publicity for the company.
Evans (2007) notes how the problem increases as boundaries in the modern workplace begin
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to blur and confusion between formal and informal working conditions arise. She argues for
example that allowing an employee to take a company laptop into the privacy of their own
home could send out a message that the computer can be used for personal use which may
lead to the employee storing personal data on management’s property. Legally, the employer
would have claims over all of the data stored on the computer and could use it to discipline or
even terminate an employee (Evans, 2007). Godfrey (2001) concludes that the apparent lack
of natural limit in regards what is acceptable or indeed unacceptable relating to email privacy
makes the task of defining appropriate principles all the more difficult for a researcher to
contend.

4.2 Analysis of the Literature from an Organisational Perspective

Despite the obvious interest in this topic from an industry perspective, the number of empirical
studies in academic literature is remarkably limited (Boehle, 2000) However those few studies
that do exist provide interesting insights into the importance of this issue and its potential for
research. For example, Stanton and Weiss’ (2000) study examined the issue of electronic
monitoring from both the employer and employee perspective. A three part survey was
derived from a longer semi-structured research instrument used by the authors in a previous
study. A surveillance-related question deliberately worded with both positive and negative
connotations acted as the focal point of the survey. The respondents exhibited a mixed view of
attitudes in response towards electronic surveillance. Surprisingly, only a minority of those
actually subjected to monitoring found it to be invasive or negative in any way. Other
employees actually displayed positive attitudes towards high levels of surveillance in that it
provided them with a deep sense of security and ensured that the line of command was set in
place. In this way the results presented go against that of popular culture and the negative hype
surrounding electronic surveillance. However, the authors note that a number of limitations in
relation to their study, particularly in relation to sample size, restrict its generalisability and
point to the need for more detailed research on this issue.

Alder et al., (2006) contend that a critical task facing organisations and researchers is to
identify the factors that improve employees’ attitude and behavioural reactions to internet
monitoring. These authors developed a causal model to explain the impact Internet
monitoring has on advanced notification, justification and perceived organisational support in
relation to organisational trust in the workplace. Following an initial survey, the respondents
were unknowingly subjected to an Internet monitoring and filtering system implemented in
their company. Afterwards they were informed that this monitoring activity was taking place.
After a set time period, the sample group was sent a second survey to which only 63% of the
original sample responded. When the level of employee trust and their attitude towards their
specific job was examined, the results indicated that frequent users’ of the Internet were more
affected by the implementation of internet monitoring than those who used it on an irregular
basis. Table 2 below outlines the some of the literature representing employee concerns.
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Table 2. Studies of employee dataveillance concerns

Study Context Research Method
Participants Sample Methodology

Stanton and Identifies which Employee 49 respondents Online survey
Weiss (2000) attitudes, from approx 25

perceptions, different

beliefs were organisations

influenced by

electronic

monitoring
Alder et al., Examines the | Employee 62 employees Two paper surveys
(2006) effects of Internet from a heavy were administred

monitoring on job service sales and

attitudes equipment sales

and service centre

Despite the limited nature of the above studies, some comparisons can be drawn.. Firstly,
in both studies the research instrument was adapted from a previous study and reused in a way
specific to the study itself. A closer look at the studies presented reveals that both researchers
employed a basic survey approach administering questionnaires and surveys to the
respondents. Given the sensitive nature of the research undertaken, it is not surprising to see
both paper and Web surveys utilised between the two. For example, Alder at al., (2006) opted
for a traditional paper and pencil survey in their study to alleviate any concerns the employee
might have in regards leaving an electronic paper trail which could be monitored by the
employer. The authors of both studies acknowledge their studies’ limitations particularly in
relation to sample size. It is clear that if understanding in this area is to be progressed, the need
for researchers to employ extensive and rigorous surveys that contain large samples that can
provide generalisable findings is mandated.

A relatively new stream of research in the literature aims to control the fears surrounding
this issue of intense surveillance by turning the tables on the issue. According to Mann (2004
620) sousveillance or ““to watch from below™ offers a possible solution to the many challenges
of monitoring technologies. Mann (2004) suggests an approach whereby the observer becomes
the observed, in effect transferring the balance of power in favour of the consumer or
employee for a period. In this way monitoring techniques are not diminished but simply
extended to consider the view of the opposite party, whereby a mutual respect will be
achieved between both parties. While the question as to whether this can be realistically
achieved by employees remains uncertain the issue of sousveillance persists as a relatively
new concept in the literature and certainly represents an interesting avenue for future research.

Whilst much attention has focused on internet users information privacy concerns, privacy
concerns are equally important in the context of the computer-mediated work environment,
particularly as most individuals spend significant amounts of their time in such contexts. For
example, the use of email and Internet in the workplace has increased management fears
relating to the loss of trade secrets through an aggrieved employee and the fear that offensive
or explicit material could be used by an employeed resulting in adverse publicity for the
company (Laudon and Laudon, 2001). Consequently, it is estimated that nearly 80% of all
organisations now employ some level of employee surveillance (termed dataveillance) in the
day to day running of the company (D’Urso, 2006). While organisations frequently have a
number of legitimate reasons to monitor their employees’ internet activities, researchers such
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as Kierkegaard (2005) emphasise the need to investigate the level of control an employer
should have over an employees’ electronic communications and the degree to which
employees should be concerned about this surveillance of the workplace. Other researchers
(Alder et al., 2006) concur and emphasise that there are valid concerns regarding the impact of
internet monitoring on employees attitudes and behaviours.

5. CONCLUSION AND FUTURE RESEARCH

The primary objective of this paper was to provide an empirical overview of the technology-
related privacy literature from both a transactional and organisational perspective. In general,
studies on technology-related privacy concerns are few and the construct is characterised by a
lack of definitional consensus that further compounds our lack of understanding. While
privacy issues have long been of concern to consumers’ rights advocacy groups, the increased
ability of management to use technology to gather, store and analyse sensitive information on
employees on a continuously updated basis has increased the acuteness of such concerns.
However, the nature of such concerns and important factors that can most strongly predict or
inhibit those concerns remains for the main part a matter of speculation, thus limiting our
understanding of the construct.

Despite the obvious interest from an industry perspective particularly within the US, the
issue of dataveillance within a computer-mediated work environment has received
surprisingly little attention from academic researchers to date. Furthermore the critical tasks
facing organizations and indeed researchers in regards to improving employees’ attitudes and
behavioural reactions to the practice of electronic surveillance techniques also warrants further
examination. The emerging privacy challenges relating to the computer-mediated environment
are significant and likely to increase in importance. They highlight the need for rigorous
research on technology-mediated privacy concerns in general, for definitional and conceptual
consensus to progress our understanding of the construct, and the need to apply a focus that
encapsulates the social, technical and legal issues that surround this phenomenon.
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